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What do we talk about today?

One of the leading trends
iIn Backup/Recovery

EASY
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Why DP44007?
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Backup solution ecosystem
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DP4400 — One slide




Backup Media

Cloud Integration:

GDPR DP4400:

based on Data Domain * testsin Cloud Finding any Ready to backup

. Cloud as DR phrase after power on
SRS LI in protected Sized and equipped
based on Avamar Central console @ documents to have highest

Over 300 reports

Any environment:
Virtualization
Databases
Servers

Laptops

Remote offices

up to the full capacity
of DP4400 - all licenses
included

speed (factory

designed)
No risk approach

Capacity on deman:
« from 8TB net
« to 96 TB net

Extensions every 4TB/12TB
just by adding the license

20TB->36TB+ upgrade
requires hardware upgrade
(customer installable)

Unique market features

Starting VMs from DP4400 with
1000 IOPS+ with recovery

Ransomware protection
Automated backup of new VMs
Recovery by application owner



Backup solution ecosystem
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Backup solution ecosystem




Let’'s assume we have decided for backup
solution. So we have chosen our preferable:
* Vendor

* Solution

Data Domain

Tape Data Domain : Tape Disk
. Disk .
library system library system



Let’'s assume we have decided for backup
solution. So we have chosen our preferable:

Vendor
e Solution

Is it all?
Are we set?

Can we enjoy our backup?
I

i P —
Tape Data Domain Disk Tape Disk ala Lomain

library system library system




Unfortunately, there is still ahead of us...

Linux, UNIX N . L
i, ’ Applications, Linux, UNIX, Applications,
Windows, Databases, Windows, Databases,
Mail Mail VM
I Il LAN
D ails

Backup o e s e
Server o]
Tape Data Domain Disk Tape Disk Data Domain

library system library system



Unfortunately, there is still ahead of us...

Windows, Databases, Windows, Databases,
Mail VM

Tape Data Domain Disk Tape Disk Data Domain

library system library system



When we
* Design
* Implement

| « Maintain
backup solution, we have...




When we

* Design

* Implement
4 + Maintain

backup solution, we have...
E o -/

plenty to take care about




Design

What do we need to take care about?

INUX, UNIX :
oy ’ Applications, Linux, UNIX,
Windows, Databases, Windows,
Mall

LAN

ﬂ

Q

Applications,

Databases,
Mail VM
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alls
Backup
Server

Data Domain Disk Tape

library

Media

system library

Data Domain

Disk
system



Design
‘What do we need to take care about?

We need to find out Resources for
Backup Server

 Memory
- CPU
« Storage
* |Ops

Tape :
brary sstem library system



Design
What do we need to tke care bout?

Choosing a backup server we need to decide
Best vendor of server (if we choose physical
backup server)
Operating System
Licenses for components (databases, Linux, ...)

Compatibility with current infrastructure (if backup
components are Virtual Machines)

Tape
library




Design

Vhat do we need to take care about?
Often there are many server / VMs required for Backup '
Solution (for example Media Servers, de-dup engines, ‘

)

We need to define all the previous items for each backup
component

Plus networking between components
Connection
Ports
Throughput

library



; Network design (ports, l

throughput, delay, ...) is
especially important in case of
cloud media (remote media) Yy
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Plus networking between components
Connection

« Ports
 Throughput




We are never sure if partner calculated properly required
number of Media Servers, required number of de-dup
pools — if partner has thought about all components that
are required for proper working of our backup solutlon
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For example Media Servers

We need to define all the previous items
for each backup component

Plus networking between components
Connection
Ports
Throughput

Data Domain
Tape

library




We are never sure if partner calculated properly required
number of Media Servers, required number of de-dup
pools — if partner has thought about all components that
are required for proper working of our backup solutlon
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-  For example Media Servers
We need to define all the previous items

We are nether sure if partner told us the valid minimum
specification (CPU, Memory, SSD, |10ps, ...)
regarding backup components
(Media server, De-duplication engine).

There is huge price pressure on the market...




Design
What do we need to take care about?

Providing worse infrastructure (VMs, servers)
than backup solution requires leads to:

1 Vi UI\GIIIPIU IVIUUIO WUl VUI O

We need to define all the previous items
for each backup component

Plus networking between components
Connection

Ports

ThroughpUt Datmain

Tape
library




Design
What do we need to take care about?

Providing worse infrastructure (VMs, servers)
than backup solution requires leads to:

] - I VI GAIIIMIC IVIGUIA UGI VGI O I

tea ¢ Business waiting for

Poor performance "  backup to finish
bet

Instability « Additional job hours
for solving issues

Throughput

Data Domain




Design
What do we need to take care about?

Providing worse infrastructure (VMs, servers)
than backup solution requires leads to:
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'lous items

« Lostdatain case of

ransomware attack ponents
We do not have backups because we
perform them seldom

Data Domain

dpe
library



Design
What do we need to take care about?

Especially there is dangerous situation, if
de-duplication engine is built by our partner.
We need to be very watchful as poor resources for

de-dup engine leads to
further huge backup/recovery issues
Performance
Crushes
Instability



Design
What do we need to take care about?

Inux, UN . . . " .
i, ’ Applications, Linux, UNIX, Applications,
Windows, Databases Windows, Databases,

4 N

We have to spend huge time on design
(to take care about what we get as final solution)
but honestly this is 100% wasted time
— no value to our company / personally
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Implementation

What do we need to implement backup infrastructure?

Inux, UNIAX . . . " "
. ’ Applications, Linux, UNIX,  Applications,
Windows, Databases, Windows, Databases, VM
Mail

LAN

Tape Data Domain Disk Tape Disk Data Domain

library system library system



Implementation
What do we need to implement backup mfrastructure’?

We talk about |mpIementat|on of
Backup server
Media servers
Tape library
Disk backup media
De-duplication media
S3 backup media (on premise, at cloud)

i P —
Tape Data Domain Disk Tape Disk ala Lomain

library system library system



Implementation

What do we need to implement backup infrastructure?

Inux, UNIAX . . . " .
i, ’ Applications, Linux, UNIX, Applications,
Windows, Databases, Windows, Databases,
Mail Mail VM

We need to Provide partner (some person from the partner
chair because he needs to:
Install the backup
software « Configure networking

Configure .
components




Implementation

What do we need to implement backup infrastructure?

Linux, UNIX,

Applications, Applications,

* Provide partner access
to our Virtualization
Configure virtualization
iInfrastructure for

Configure networking
as all the backup
components will

have internal
communication via
our network

backup components
(datastores,
ResourcePools,
networking...)



Implementation

What do we need to implement backup infrastructure?

'l“.l ’ Applications, Linux, UNIX, Appllcatlons

We need to plan when OS guys / network guys /
virtualization guys will be required to support the
iImplementation of backup components

. ) Data D in
Tape Data Domain Disk Tape Disk ala Lomal

library system library system



Implementation

\What do we need tao imnlement hackiin infractriictijre?

And
* we shall be always awaked
« we shall always take care
that implementation is performed
properly — as the vendor requires

|, Propery-as hevendorreaires

. . Data Domain
Tape Data Domain Disk Disk !
library system library system




Maintenance

What do we need to track during maintenance period?

Inux, UNIAX . . . " "
. ’ Applications, Linux, UNIX,  Applications,
Windows, Databases, Windows, Databases, VM
Mail

LAN

Tape Data Domain Disk Tape Disk Data Domain

library system library system



Maintenance
What do we need to track during maintenance period?

We need to take care about compatibility between backup
components and rest of infrastructure. This is especially
Important when we:

Update the version of virtual environment
Changing virtual environment
Changing hardware platform

Modifying network infrastructure




If we modify any of the below we need to also take
care / discuss / redesign backup components

We need to take care about compatibility between backup
components and rest of infrastructure. This is especially
Important when we:

Update the version of virtual environment
Changing virtual environment
Changing hardware platform

Modifying network infrastructure




So backup solution requires from us:

Linux, UNIX . . L
i, ’ Applications, Linux, UNIX, Applications,
Windows, Databases, Windows, Databases,

LAN

Tape Data Domain Disk Tape Disk Data Domain

library system library system



So backup solution requires from us:




E All this costs us

 Money

| * Time

* People
Resources




All this costs us

But provides no value for
My company
* My staff
 Me personally




~ A, |

And RISKY'...

My statt
* Me personally




Avoid the Mad Scientist Project

Vendor Selection
» Hardware Platform(s)
« Backup Application
» Target Storage
= Central Management
= Catalogue and Search
= Analytics

« Reporting

integration
* Resource Allocations
« Bandwidth and Bottlenecks
« Capacity Sizing
= Version Compatibility
» Network design
« Scalability

« Support Responsibility




Backup solution ecosystem

IS there another
approach?




IDPA DP4400
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HARDWARE

ADMINISTRATION
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© Complered @ Faled ® Exception

Top backup media on the market Backup software

Best de-dup, Ransomware protection, Simple, Huge fast, Auto backup new VMs,
Highest speed, Zero recovery time, DR, Backup all data: VMs, files, dbs,

Cloud / S3 support laptops, ....

Search Data Protection Central

EMC Data Protection searc _EMC|
[ o]
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Immediate finding any phrase in backed Single point of control

up documents, GDPR
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Cloud Disaster Recove

Failover | VM name: Centos7

Copy and Network Monday, April9, 2018 Usgast2 Recovery-VPC / Recovery-PublicSubnet

Advanced Options

EC2 Instance Types AWS EC2 Instance Types

default

cdlarge  H RECOMMENDED

Cloud gateway

Automated migration VMs to AWS

Start VMs in AWS with FULL orchestrations
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Reports, solving issues, ...
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CANCEL FAILOVER  START FAILOVER
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- These are top backup/recovery
- solutions having plenty of unique
features

Best de-dun E Nh imnle Huae f3 Auto backup naw i AllTomated miaration VIS 10 AVVS
Hj Ms, fileg

[ e Ransomware protection

Self backup infrastructure

New VMs are backed up
. Huge backup/recovery speed automatically

(100 — 1000VMs backed up
per hour as FULL backup)

Starting infrastructure from
backup without recovery with
100010ps+ performance

Im Jan , of control
up documents, GDPR

Restore data by application
owner

Smallest cost (replication,
storage) by best global
de-duplication




- These are top backup/recovery
- solutions having plenty of unique
features

ge fast Auto backup \/

100% availability - No
disturbance in the production
during cleaning process

No network requirement by
source de-duplication

Guarantee of coherent data

up documents, GDPR

of control

Automated migration VIVIS 1o AVV.S

Cloud as Disaster
Recovery for on premise
environment

Find any phrase in backed
up documents (GDPR)




__ Data Domain . Avamar ~ Cloud Disaster Recovery
' with CloudTier

- Can we have all fantastic features available as:

Copy and Network

mmmmm
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Top backup media on the market Backup software Cloud gateway
Best de-dup, Ransomware protection, Simple, Huge fast, Auto backup new VMs,  Automated migration VMs to AWS
Highest speed, Zero recovery time, DR, Backup all data: VMs, files, dbs, Start VMs in AWS with FULL orchestrations
Cloud / S3 support laptops, ....

Search Data Protection Central . Data Protection Advisor

[ Proje | o] ot ' ‘ ; :Evsvsnnmom : nanee: i“ I;ﬂ:gi}g&:f‘:\sdkmlmmhv
= -
Immediate finding any phrase in backed Single point of control Reports, solving issues, ...

up documents, GDPR

Failover | VM name: Centos7
Monday, April9, 2018 Usgast2 Recovery-VP ry-Public-Subnet

v




Data Domain

C @ ddlabdk ¥ H € C | A Not secure s+ps.//ave01.miab.intern:
4 - " DYLLEMC  Avamar
* with CloudTier :

Top backup media on the market
Best de-dup, Ransomware protection,
Highest speed, Zero recovery time,
Cloud / S3 support

Search

EMC Data Protection search _EMC’|

Immediate finding any phrase in backed
up documents, GDPR

Simple, Huge fast, Auto backup new VMs,
DR, Backup all data: VMs, files, dbs,
laptops, ....

Data Protection Central

~ Avamar Cloud Disaster Recovery

Failover | VM name: Centos7
Monday, April9, 2018 Usgast2 Recovery-VP ry-Public-Subnet

Copy and Network v

Cloud gateway
Automated migration VMs to AWS
Start VMs in AWS with FULL orchestrations

Backup software

_ Data Protection Advisor

=% Failed Batkup and Restores by
Graup - Butlom S

Single point of control | Reports, solving issues, ...



. Data Domain _______Avamar __ Cloud Disaster Recovery
* with CloudTier - E—

Single appliance
moead  Ready to work after power on

Highest speed, Zd
Cloud / S3 support

laptops, ....

EMC Data Protection Search

Search Data Protection Central = Data Protection Advisor

Immediate finding any phrase in backed Single point of control Reports, solving issues, ...
up documents, GDPR



= Data Domain . Avamar __ Cloud Disaster Recovery
* with CloudTier - B

L Single appliance
B_elfﬂe‘fﬁﬁi‘f%?n Ready to work after power on

Highest speed, Zd

EMC Data Protection search

mmmmmmm
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Immediate finding any phrase in backed Single point of control Reports, solving issues, ...

up documents, GDPR



- Data Domaln ~ Avamar Cloud Disaster Recovery

Single appliance
srema  Ready to work after power on

Highest speed, Zd
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Immediate finding any phrase in backed Single point of control Reports, solving issues, ...
up documents, GDPR



- Data Domaln ~ Avamar Cloud Disaster Recovery

Single appliance
srema  Ready to work after power on

Highest speed, Zd

Immediate finding any phrase in backed Single point of control o Reports, solving issues, ...
up documents, GDPR



Data Domaln ~ Avamar Cloud Disaster Recovery

L Single appliance
moead  Ready to work after power on

Highest speed, Zd

With single, simple console to manage

As something that requires small space in the rack

ith great price N
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Failover | VM name: Centos7

N Not sec
c o e DALEMC
. Copy and Network Monday, April9, 2018 Usgast2 Recovery-VPC / Recovery-Public-Subnet

- ®
Advanced Options
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default
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REPLICATION B ressen
[J Recovery-security-Group

PROTOCOLS

HARDWARE

ADMINISTRATION

MANTENANCE

CANCEL FAILOVER  START FAILOVER

Jateway

Simple, Huge fast, Auto backup new VMs, Automated migration VMs to AWS
Start VMs in AWS with FULL orchestrations

Top backup media on the
Best de-dup, Ransomware protection,
Highest speed, Zero recovery time, DR, Backup all data: VMs, files, dbs,

Cloud / S3 support laptops, ....

Search Data Protection Central Data Protection Advisor
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_ : '. H? « Chients Not Backed Up by Group h
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Immediate finding any phrase in backed Single point of control Reports, solving issues, ...

up documents, GDPR



Data Domain

& - C|@ddlbdk

ot ENdocx EELA EEled BN B

Immediate finding any phrase in backed
up documents, GDPR

®

C  Avamar

Full
Access

Avamar ~ Cloud Disaster Recovery

Failover | VM name: Centos7

Copy and Network Monday, April9, 2018 Usgast2 Recovery-VPC / Recovery-PublicSubnet

Backups Advanced Options

Ful O EC2 Instance Types AWS EC? Intance Types

Access
default

[J Recovery-security-Group

D

Single point of control - Reports, soIvirTg issues, ...



DP4400

Cloud
Data Domain Disaster
with CloudTier Avamar Recovery

Search Data_ Data
Protection Protection
Central

Advisor



DP4400

Installed

Having proper
resources

Configured
Maximumm speed

L —

Connected (proper
network)

Ready to power on

Ready to work with
FULL POWER!




DP4400

Everything:

—~— o — s —

I

Installed  Connected (proper

with Single console

Configured » Ready to work with
Maximumm speed FULL POWER!




We only need to
Provide our |IP addresses

» Define policies

Insta.._ _ " LulllEuleU (prupel

with Single console

Configured » Ready to work with
Maximumm speed FULL POWER!




DP4400

And with better price than
buying separately!

uz
&

T —

Search Data_ Data
Protection Protection
Central

Advisor



DP4400

And with better price than
buying separately!

2U % _}—( JDQ _Jtmw 1 ___.l

‘ Not even mention about
cost / problems
of implementation!




DP4400

Within the price we get:
» Hardware for backup components
* Media

* Implementation
» Configuration

Ul ITTIPICITTICTILAUUINL:



DP4400 - ready to backup/recovery appliance

« Fully integrated appliance Cloud Tier & Cloud DR Options
« Search and reporting built in All-inclusive appliance pricing
« |IDPA Stack, incl. System Manager Single Node: 2U (up to 96TB)




DP4400 - ready to backup/recovery appliance

Entry Level Full model

8 TB — 24 TB Usable Capacity « 24 TB -96 TB Usable Capacity
Available in 4TB increments  Available in 12TB increments




We can upgrade
from
Lower capacity (up to 24TB)
to
Large capacity (up to 96TB)

Entry Level

8 TB — 24 TB Usable Capacity
Available in 4TB increments

Full model

24 TB — 96 TB Usable Capacity
Available in 12TB increments




We can upgrade
from
Lower capacity (up to 24TB)
to
Large capacity (up to 96TB)

Entry Level

8 TB — 24 TB Usable Capacity
Available in 4TB increments

Upgrade can be
preformed by
customer itself

Full model

24 TB — 96 TB Usable Capacity
Available in 12TB increments




DP4400 is NO risk
backu p/ recove ry sol utlon

Entry Level Full model

« 8 TB -24 TB Usable Capacity « 24 TB -96 TB Usable Capacity
« Available in 4TB increments  Available in 12TB increments




DP4400 is NO risk
backu p/ recove ry sol utlon

No risk that there WI||

be too few resources Full model

for backup solution

* For backup server

* For de-duplication
engine

« 24 TB -96 TB Usable Capacity
 Available in 12TB increments




DP4400 is NO risk

backup/recovery solutlon
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No risk that there will No risk that there will

be too few resources be too few licenses

for backup solution We have all needed
 For backup server licenses to

 For .de-duplication backup/restore any
engine environment!




DP4400 is NO risk
backu p/ recove ry sol utlon

No risk that solutlon
will be wrongly

iImplemented. Full model

. _ « 24 TB -96 TB Usable Capacity
Implementation is . Available in 12TB increments

performed by
the factory.




DP4400 capacities




DP4400 Entry Level
possible capacities




DP4400 Entry Level
possible capacities




DP4400 Full Model
possible capacities




DP4400 Full Model
possible capacities

g ne 8T °T 2T 4T 6T
ne ne net net net
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Full model
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If we order DD4400 8TB to 20TB (Entry Model)

we get the capacity limited by license
(from 24TB net available)




If we order DD4400 8TB to 20TB (Entry Model)

we get the capacity limited by license
(from 24TB net available)

Every DP4400 bought as Entry level with any
capacity between 8TB to 20TB has the same
hardware




If we order DD4400 8TB to 20TB (Entrv Model)

So in Entry Level (bought up to 20TB net capacity)
we can extend the capacity up to 24TB just by
purchasing and entering the license

hardware



“e “e ne net

From 8TB to 24TB we can extend capacity by

4TB increments




r_» a'l _ . i
“e “e ne net

From 8TB to 24TB we can extend capacity by
4TB increments

This is just entering license




“e “e ne net

We can:

Buy DP4400 8TB net and
upgrade by purchasing / entering license to 12TB net

uy net an
upgrade by purchasing / entering license to 16TB net

Buy DP4400 8TB net and upgrade by entering license to 16TB net
and then upgrade to 20TB net and than upgrade to 24TB net
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Entry Ievel LE
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We can:

 Buy DP4400 8TB net and
upgrade by purchasing / entering license to 12TB net

. uy net an

We can any time increase capacity of our DP4400 ENTRY
LEVEL between 8TB and 24 TB just by entering the license
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Full model %
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If we order DD4400 24TB to 96TB (Full Model)
we get the capacity limited by license
(from 96TB net available)

FuII model

u 8T OT 2T 4T 96TB
ne ne net net net net




If we order DD4400 24TB to 96TB (Full Model)
we get the capacity limited by license
(from 96TB net available)

Every DP4400 bought as Full model with any

capacity between 24TB to 96TB has the same
hardware

| D
FuII model

u 8T OT 2T 4T 96TB
ne ne net net net net
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So in Full Model (ordered as 24TB net capacity or
more) we can extend the capacity up to 96TB just by
purchasing and entering the license




From 24TB to 96 TB we can extend capacity
by 12TB increments

u 8T OT 2T 4T 96TB
ne ne net net net net



From 24TB to 96 TB we can extend capacity
by 12TB increments

This is just entering license

: ‘ - _
u 8T OT 2T 4T 96TB
ne ne net net net net



From 24TB to 96 TB we can extend capacity
by 12TB increments

This is just entering license

Cost of

buying DP4400 24 TB net and upgrading to 96 TB net
will be similar to
buying DP4400 96TB net initially




We can:

Buy DP4400 24TB net and
upgrade by purchasing / entering license to 60TB net

Buy DP4400 36TB net and
upgrade by purchasing / entering license to 96TB net

Buy DP4400 24TB net and upgrade by entering license to 48TB net
and then upgrade to 72TB net and than upgrade to 96TB net




We can:
e Riiv DP4400 24TR net and

We can any time increase capacity of our DP4400 FULL
MODEL between 24TB and 96TB just by enterlng the license

MY T~ N~ [PV i ivasii iy 1 e arw Y "TTTrTre e v - - o=

« Buy DP4400 24TB net and upgrade by entering license to 48TB net

and then upgrade to 72TB net and than upgrade to 96TB net

-| ;
FuII model
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Full model




Extension capacity between 8 and 24TB
is just by ordering/entering the license
Capacity on demand
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Entry Ievel

2 e |

\
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Full model




Extension capacity between 8 and 24TB
is just by ordering/entering the license
Capacity on demand

| \—‘ ] || pp— |

Entry Ievel

[ - |

1 e i iha=2d | Extension capacity between 24 and 96TB

Fu " mOdel is just by ordering/entering the license
Capacity on demand




Entry Ievel meyo —y=C )| We can also upgrade
PSP from

DP4400 Entry level

to
DP4400 Full model
by ordering
hardware upgrade

| LI»_'E N\ [ (self installable)
Fu" m?del = il onre} and entering

\=_/_
the license
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u 8T OT 2T 4T 96TB
ne ne net net net net

DP4400 Entry
level
has just 8 disk less
than DP4400 Full
model

By ordering
hardware upgrade
to Full model we
will get just 8 drive

that are self

iInstallable




For example

If we purchase
12TB DP4400
we can upgrade to
48TB DP4400

With upgrade we
5 L. =B will get new license
FuII model NG . and hardware

—\7/ =\ :
, ‘ upgrade kit from
uus - 2T 4T %TB Entry level model to
net net net net FU” mOdel




We can any time increase capacity of our

DP4400 to any higher capacity

12TB DP4400
we can upgrade to
48TB DP4400

With upgrade we
~‘_:.—-‘_,—-—-.—-_ - E-  will get new license
L = and hardware
upgrade kit from

Entry level m |
ne ne net net FU” mOdel




Anyhow if we order 24TB DP4400,
we will get the same hardware as
with 96 TB net capacity
limited by license to 24TB net capacity

. - g - P. s - ‘ . ‘
. ‘ - .
ne et et et et



Capacity summary




When purchase DP4400 we need to provide
the net capacity for de-duplicated backups




When purchase DP4400 we need to provide
the net capacity for de-duplicated backups

We can purchase any capacity
from 8TB net to 96 TB net

k . - ; |
u 8T OT 2T 4T 96TB
ne ne net net net net




When purchase DP4400 we need to provide
the net capacity for de-duplicated backups

We can purchase any capacity
from 8TB net to 96 TB net

g . EEL_F \NE=jg \ W B

We can upgrade betweenpurchase any capacity
from 8TB net to 96 TB net




Price per TB is constant
between different CapaC|ty versions

g n 8T °T ZT 4T 96TB
e ne net net net n et



Price per TB is constant
between different capacity versions

BB MotRl a2 P b

We can any time increase capacity of our
DP4400 to any higher capacity




How big DP4400

do | need?




| want to backup my environment
using DP4400

How big DP4400 do | need?



Data Domain (that is inside DD4400)
has best market de-duplication:
Smallest block (4K — 12K)

Global de-duplication
The fastest engine
Source de-duplication




Thus DP4400 requires 2-3 less

* space

* bandwidth for replication

than most of the market solutions




Speed by great de-duplication - avoiding disk 10s

Backup: X Backup: x+1

sysadmin@ddc#
sysadmin@ddc# filesys show compression /fdata/coll/crm dev syszadminfiddc$ filesys show compression /data/coll/crm dev
Total filez: S byvte=z/=torage u=zed: 2.5 ara ilea: 18: byutes/staorage 1=Ts b 0 -
Original Bytes: 51,607,939
wjat= QTR ed: 9 L -1oh3 ampDressesd: £46 S
feta-data: UB, G20 eta-data. 11,000
sysadmin@ddc# [J sysadmin@ddc#

We backed up 50MB
with 0,3MB disk IOs



Mail from the customer

| have to praise myself because yesterday we started
DDVE tests and the results are spectacular.
(http://gurago.com/)




Mail from the customer

After First Backup (just after 1 backup):
On a sample of 80 virtual machines (mixed Windows
and Linux), we achieved

 De-duplication of 94%
« 9TB VMWare occupies 0,6TB on Data Domain

 Backup time decreased by half comparing to
current solution (just 1st backup).

* Further backups are huge faster



Mail from the customer

Effect better than on

Data Domain
workshop!




PoC Feedback

Environment
« 300GB SAP/Oracle

POC results
« Backup speed to Data Domain: 5TB/h
« Backup time: 4 minutes

» De-duplication after 4 backups: 1:15



Rule of thumb



| want to purchase DP4400 12TB
How big environment can | backup?




DP4400 12TB net

can protect environment from
« 13TB (1 month retention)
to
 5TB (5 years retention)




Analogically



DP4400 24TB net

can protect environment from
« 25TB (1 month retention)
to
 10TB (5 years retention)




Analogically



DP4400 96TB net

can protect environment from
 100TB (1 month retention)
to
 40TB (5 years retention)




These are rules of thumb

Check with Dell EMC sizer required
space for your environment




DP4400 licensing




DP4400

Data Domain -




Data Data
| Protection A Protection
#] Central ' i

Advisor

DP 4400 has built in all required licenses for:
Avamar

Boost for Applications
Data Domain

Search

DP Central

DP Advisor




A Data
vamar g protecti

il

DP 4400 has built in all required licenses for:
Avamar

Boost for Applications
Data Domain Backup hardware

Search :
FE T Single console

DP Advisor RODO / Reports

_d




‘ Data L
Data Domain S.arch | Protection
| — - - 4 | ~

\We have all the features of the solutions

We can protect any environment

without any limitation:
* Processors/ cores/ ...
 [Bs
* Type of data (databases, VMs, laptops, ...)
up to full capacity of DP4400




So DP4400 can protect environment having

Ite A Ite b
1 physical processor or 100 processors 1 remote office or 100 remote offices
Mail Mail vV

1 physical server or 50 physical servers 1 laptop or 1000 laptops

1 Virtual Machine or 1000 Virtual Machines

Tape Data Domain Disk Tape Disk Data Domain

library system library system



So DP4400 can protect environment having

Ite A Ite b
1 physical processor or 100 processors 1 remote office or 100 remote offices
Mail Mail vV

1 physical server or 50 physical servers 1 laptop or 1000 laptops

VM DB ails

1 TB data to protect or 100TB data to protect 1 Virtual Machine or 1000 Virtual Machines
/
S /

‘ DP4400 can protect environment
having all of the above

7mm

mC’

Data Domain

Tape C Disk d DIsk
library system library system



So DP4400 can protect environment having

Ite A Ite b

B ] s W =~ =~ S PPN P = - I 2 Yo WO PR = -

We do not care because DP4400 has all the

license, all the proper resources to protect
any environment up DP4400 full capacity

DP4400 can protect environment
having all of the above

Data Domain

o ape DIsk
library system library system



DP4400 has all licenses that allows this
appliance to backup any environment up to
the full capacity we have in DP4400 dewce

The only thing that we purchase is DP44OO

with proper capacity

All possible licenses
there are already within DP4400




. Data .
Data Domain S.arch ] Protection
. g ¥ - 4 | o

\We have all the features of the solutions

We can protect any supported environments

without any limitation:
* Processors/ cores/ ...
 [Bs
* Type of data (databases, VMs, laptops, ...)
up to full capacity of DP4400




‘ S Data AW Data §
Data Domain . —J Protection IL A Protection
[ : : «0'n A ' - A dvic

We can backup
whatever we want

up to the available capacity
in our DP4400




g

{Databases

P

NAS Servers
||

DP4400



Servers

DP4400



Servers

¥ Unlimited

Virtual Machines
Databases
Laptops

Remote offices
NAS

Standalone servers




p-
Databases
f

Client direct (no Media Servers)

Protected machines sends backups (source de-dup)
directly to DP4400 appliance




The DP4400 backup engine is based on
Avamar

So thanks to Avamar engine, DP4400 gives us
all the features we have talked so far:
Source de-duplication

Client direct

Always FULL backups
Reading only changed data
Central calendar




Backup to DP4400
directly from application

by application owner




What if

MSSQL / Oracle / Exchange / SAP / ... admin
would like to backup its database itself?




What if
MSSQL / Oracle / Exchange / SAP / ... admin
would like to backup its database itself?




What if
MSSQL / Oracle / Exchange / SAP / ... admin
would like to backup its database itself?

Can application admin have
» Direct backup to DP4400
» Source- deduplication
directly from his application?




What if
MSSQL / Oracle / Exchange / SAP / ... admin
would like to backup its database itself?

YES! YES! YES!

ot/ 1] W \J L UUVI\UV C\W ks T TV

» Source- deduplication
directly from his application?




Having DP4400 we can use
Boost for Applications

up to the
full DP4400 capacity
with no additional cost!




Boost for Applications allows
MSSQL / Oracle / SAP / ...

admins to backup their
application using native database
tools with source de-duplication




Boost for Appllcatlons allows

\d .
Let’'s have a closer look at
Boost for Applications
app! ~ )Ise

tool with source de-duplication




'{

databases / applications to

£

Direct backup from {DatabaSﬂ f\pplicatbﬁ

Data Domain engine built in
within DP4400

= 1 " R ——

DP4400 [ Boost for Applications J




P

E)fghange
JESNE——Y

SQL Server

Data Domain engine

Let’'s imagine we have
some
applications/databases:

MSSQL

Oracle
SAP
Exchange
Hadoop
Greenplum



MSSQL / Oracle / SAP /

DB2 /... admins prefer to

backup and restore their
application themselves

DP4400
Data Domain engine



Data Domain engine

MSSQL / Oracle / SAP /

DB2 /... admins prefer to
backup and restore their
application themselves

They want to backup their
application using native
MSSQL / Oracle / SAP / ...
tools instead of Avamar or
any other backup software




Data Domain engine

We can backup those
application directly to
Data Domain engine
(within DP4400)
with source de-duplication
using standard

application tools




We can backup those
application directly to
Data Domain engine
(within DP4400)
with source de-duplication
using standard

application tools

Oracle / MSSQL / SAP / ...
admin uses its native tools

to backup those
applications to DD/DP4400.

Data Domain engine



DP4400
Data Domain engine

BOOST

/

o

source de-duplication

We can backup those

application directly to

Data Domain engine
(within DP4400)

with source de-duplication
using standard
application tools

MNvra~nlA /| AICOCNIL /| CAD /

But they have

BOOST y




We can backup those

_ o0 _ 4 _

They have

= o5 g = ° Huge backup speed
- == ‘=« NO network usage

a [IcCation 100IS
Source Il% PP
de-duplication I

MNvra~nlA /| AICOCNIL /| CAD /

But they have
 AOPCEE | source de-duplication
DP4400 S BOOST P

Data Domain engine




7/ Ve can backup those

The functionality that allows
db/app admins
to backup themselves
their dbs/apps with source de-duplication
Is called

BOOST For Application
Nt b ;
N BOOST

Data Domain engine




With
Boost for Applications
« Backup is performed by
application admin
(Oracle / MSSQL / SAP
/ ... admin)

From protected
machine to DD/DP4440
goes only new small
chunks, not existing on
DD/DP4400

(we have
Data Domain engine source de-duplication = BOOST)




Using
Boost for Applications
(source-deduplication)
we achieve:

No network usage
during backup

Huge fast backup

Ownership of
backup/restore by
backup administrator

Data Domain engine




-

[ A |

is functionality that we can enjoy at

Boost for Applications

Data Domain
DP4400

de-duplication

* Huge fast backup

 Ownership of
backup/restore by
backup administrator

DP4400
Data Domain engine



Having DP4400 we can use
Boost for Application
for the whole capacity

of our DP4400

Source
de-duplication

1% UUIIIIH MAUVNUpM

* Huge fast backup

 Ownership of
backup/restore by
backup administrator

DP4400
Data Domain engine



Having DP4400 we can use
Boost for Application
for the whole capacity

of our DP4400

/Technically, we can backup MSSQL,

Oracle, SAP just from those
application directly to Data Domain
_ engine which is built within DP4400




We do not need any additional
licenses or hardware to use
Boost for Applications

Exchange SQL Server
JESNE——Y [y

 No network usage
during backup

Source .
de-duplication

* Huge fast backup

 Ownership of
backup/restore by
backup administrator

o BOOST
DP4400
Data Domain engine




We do not need any additional
licenses or hardware to use

Boost for Applications

- = = ] _
/DP44OO has all required Ilcenses and

components to use Boost for
Applications up to the full capacity of
S DP4400

DP4400
Data Domain engine

................



What applications
can backup directly to

DP4400 with control of
application admin?

Data Domain engine



Any of the below application can be backed up to
DP4400 using Boost:

* Directly to Data Domain
* With source de-duplication

. TS
ORACLE w ZHETE, BW Microco

Pivotal AP
Greenplum SAP SQ'-&
enplu RMAN HANA HortonWorks  Clouder

App
Server




What if | have different application?



What if | have different application?

What if | have
MySQL?

\Vile]gle[o)
PostgreSQL?




What if | have different application?

What if | have
MySQL?
\Vile]gle[o)
PostgreSQL?

Can | have source de-duplication?
Can | have backup by admin owner
to my DP44007




What if | have different application?

What if | have
«  MySQL?

° Vi PaYaYala ¥,

YES! YES! YES!

udll 1 T1dve sOUlce uec-aupncduorl
Can | have backup by admin owner
to my DP44007




What if | have different application?
What if | have

N CNY D

It IS called

BoostFS

udll 1 T1dve sOUlce uec-aupncduorl
Can | have backup by admin owner
to my DP44007




On Windows you can create a special disk

(for example M:\)




On Windows you can create a special disk
(for example M:\)

Everyone who will write to
this special disk M:\, in reality will write to
DP4400 with source de-duplication




= L * Dirive Tools
Home Share Siewy Manage
- < v o mm oy ThisPC s boostfs (010.98.32.48) (M3

- MySQL
dumps

|Z] Docurments

@ Daowvriloads

N

| Pictures

B videos

"~

Mongo
dumps

== hoostfs (4 10.95.32.46) (M)

Matme

\d

W
@

Seatch boostfs (W 10.98.3248) ., O

boostfs (W10.98,32.46) (M) O

v B

Date modified Type

This folder is ermphy:

ump.mysql.2018.10.28

dump.momgo.2018.10.28

In reality those
dumps are written
on DP4400 with

DP440

0 =

source de-
duplication




' The functionality is |-

\_

N

s

™
o

called BoostFS 8

/0.28

4 .I..I..I.UJ.J.SU

In reality those
dumps are written
on DP4400 with

source de-
duplication




' The functionality Is

called BoostFS

\ A USU

-

N

VVVVVV

We have de-dupllcatlon for
everyone on file system level
(in our case this is disk M'\)




BoostFS is available for



BoostFS is available for




BoostFS is available for




DP4400

A Data Data 9
Vamar y protection A Protection
ol Central : 5 Advisor

Having DP4400 we can use
BoostFS \Windows or Linux up the
9 full capacity of DP4400 y




DP4400

A Data Data 9
Vamar y protection A Protection
Bl Central : m Advisor

Bl | = aia NSk -

g Having DP4400 we can use
BoostFS \Windows or Linux up the
9 full capacity of DP4400 y

[ All licenses included! J




Data Protection Previous License Models

Data Protection Suite\

Enterprise Editio

n

What's Included:
— Avamar
- NefvWorker

— DI Boost for Enterpriss Apps

- Storage Direct

- Hypervisor Direct

— BoosiFS

- gCDM

— temPoint

~— RecoverPoint for WViMs
- Data Protection Advisor
- ClaudBonst

- Search

- Dala Protection Central

= SourceOne for email, file and

Sharepomnt
— Appaync

J

/r Data Protection Su'mﬁ
For Backup

What's Included:
- Ayamar
— NetWWorker
- DD Boost for Enterprise Apps
- Storage Direct
= HyperVisor Direct
= BoosiFS
- =COM
- RemPoint
- [Cafa Protection Advisor
- CloudBoos!
= Search
\Q_Deta Protection Central

4
// Data Protection Suite \\

For Archive

What's Included:
= SpurcelneEmall Management
= SourceOne for File Svslams
- Seurcalne for SharePoint

\ o

- Dala Protection Caniral

= Cloud Tier (capabie but not
mchrded, sxcludes DPS300)

— CORA {capable but not included)

— RP4VI (cepable but not included))

A 4

= Dats Protection Central
— Clowd Tier (5TB - expandabie)
- CDRA& (5TH — expandable)

A8

— RP4VI {5 Instances-expandable)

J

l/rljheﬁa Protection Su:’t!;\ Data Protection Suite /r Data Protection Su'r!e\
For VMware For Applications Commercial DDVE
What's Included: What's Includied: Bundle
= Avamar = 00 Boost for Enterprise Apps
- Hef\Worker = Storage Direct o What's Included:
- 2 Ayamar VE 2TB = Hyper\Visor Direct = Avamar
- 15 RPEVMISocket = BoosiFS = DOVE ZTB/Sockel
= bemPgint = eCOM = Zx Avamar VE 2TB
- Data Protection Advisor = temPoint = 15 RPAVI/Sockel
- CloudBoost - Data Protection Advisor - temPoini
- Search = Data Protechon Advisor
i - Search
- Data Protection Central
e e / \\ _‘/ - Data Protection Central
k—\r.'mlt of 30 Sockels
/-  IDPA N /~  IDPA Y RP4VM g
DP5300 — DP8800 DP4400 - Licensed perVM
- Licensad persocket
What's Included: ¥What's Included:
- Avamar = Avamar J
~ DD Boost forEnterprise Apps — DO Boos! for Enterprise Apps
— BoostFS - BoosiFs
- RemPaoint - RemPoint
— Dala Protection Advisor = Data Protecton Advisor
- Search - Search DDVE

= Licensed Per usable capacity




DP4400 licensing







IDPA
DP4400

IDPA
(DPSSU'{J_-EPBEDD \

What's Included:

What's Included:

- Avamar = Avamar
- DD Boost for Enterprise Apps - DD Boost for Enterprise Apps
- BoostFS - BoostfFSs
= RemPoint - RemPoint
Data Protection Advisor - Data Protection Advisor
Search - Search

= Dala Protection Central
- Ch}ud Tier EE-TE! expandahm

Data Protection Central
Clunud Taer lcapahle but not

_ R T U

We have those licenses up

I | | |

to the full capacity of DP4400



New Licensing software



Name @ July Launch

overroact P2 (UEEEN  (a B I

Licensing

$/FETBI S5ocket
Perpetual &

%/FETB/ Socket
Perpetual &

| $iFETB/Perpetual &

Subscription

Subscription

SFETEB/IPerpetual &

| PowerProtect Data Manager | v v N/A but Ecdm /A but Ecdm Not Included
| PowerProtect Cloud Disaster Recovery v v Mot Included Mot Included Mot Included
| PowerProtect VM Replication | v v Mot Included | N/A but Recover Point | v
PowerProtect Cyber Recovery v v Mot Included Not Included Not Included
| PowerProtect Storage Direct | v v v N/A but Protect Foint | Not Included
MNetWorker Mot Included ol v v " (Limited)
| Avamar Mot Included v v v v (Limited)
| Data Protection Central Mot Included v v v v
Data Protection Advisor Mot Included v v v v
| DP Search Mot Included v v v v
| Boost FS Mot Included v v v Not Included
| Cloudboost Not Included v _ v v v
Sourceone Mot Included Not Included Mot Included v Not Included

Subscription

Subscription

Mot showr is Clowd Snapshot Manager (CSM), a Saas based product CSM 25 instance trial with each order



DP4400

and

Cloud Disaster Recovery




Starting my environment

in the Cloud
Cloud Disaster Recovery




DP4400 Cloud Disaster Recove

Data Domain S.arch

Avamar

Data

| Protectio

Central

Cloud
Disaster

AY Recovery §

Data
rotection
Advisor




DP4400 Cloud Disaster Recove

Data Cloud
arch Avam Protectio Disaster

Data
rotection
Advisor

Central
AY Recovery §

IDPA 4400 has option to use AWS as

Disaster Recovery for our site



DP4400 Cloud Disaster Recove

Data Cloud
Data Domain Wl Search 1 Avemar § poicct,| Cloud

Data
rotection
Advisor

Central
AY Recovery §

IDPA 4400 has option to use AWS as
Disaster Recovery for our site

The feature is cold Cloud Disaster Recovery




DP4400 Cloud Disaster Recove

: Data Cloud
Data Domain W Search W Avamar § o ot f Cloud

Data
rotection
Advisor

Central
AY Recovery §

DELLENC

4

| il |

DP4400 has all the required hardware

for Cloud Disaster Recovery



DP4400 Cloud Disaster Recove

: Data Cloud Data
Data Domain W S°3rch \N Avamar y p o0 ctio Disaster frotection
e e | ool # Advisor

e AY Recovery §

4

DP4400 has all the required hardware
for Cloud Disaster Recovery

DP4400 has license to use 5TB of AWS space
for Disaster Recovery purposes.



DP4400 Cloud Disaster Recove

: Data Cloud Data
Data Domain W S°3rch \N Avamar y p o0 ctio Disaster frotection
e e | ool # Advisor

e AY Recovery §

4

DP4400 has all the required hardware
for Cloud Disaster Recovery

DP4400 has license to use 5TB of AWS space
for Disaster Recovery purposes.

If we need more space in AWS — we need to buy
additional Cloud Disaster Recovery license



Data Domain Cloud Disaster Recovery - Overview

DP4400

* Disaster
Recovery to AWS
S3

* Failback from
AWS

*Run EC2 on
Demand in AWS

* Rapid Recovery
(VM waits on EC2
to start)

* Disaster Recovery
Plans

* Integrated with
on-prem Avamar and
Data Domain

* Avamar Ul

* Cloud DR with
minimal cloud
resources



Data Domain Cloud Disaster Recovery - Overview

B . a S ’ 1; A | W .‘1‘ y ; || { ’7-‘;""“" i )

[ i ) & y A o | Y A U

i : . ) j L RARE W

Y ! H P o ' |

\ | o \ -

hardware / configuration
for DD CDR

TT T T T =°J

s3 (VM waits on EC2 || * Avamar U
* Failback from to start) * Cloud DR with

AWS * Disaster Recovery §§ minimal cloud
Plans resources




Data Domain Cloud Disaster Recovery - Overview

DP4400

~DP4400 has al required
hardware / configuration

_ for DD CDR

D e

Any DP4400 comes with
5TB license (AWS used space) for DD CDR




Data Domain Cloud Disaster Recovery - Overview

DP4400

If we want to use more than 5TB of AWS

as Disaster Recovery space, we need to
purchase additional DD CDR license

AWS * Disaster Recovery f§ minimal cloud




Data Domain Cloud Disaster Recovery — more info

https://youtu.be/Gn8tLA9Ib2|

—_— — ——
Data Domain

Cloud Disaster Recovery

Lo ) 2N
4' When? Value, Architecture

. winAps. &Y




Long Term Retention on
S3 storage

Cloud Tier




DP4400

and

CloudTier




DP4400 Cloud Tier

Data Domain |

_| ’ Central I Recovery j Advisor
| {
Dt L ERAC - : RTA "F.. ~Tro <

Data Domaln that is |nS|de DD4400 can
move old backups to cheap S3 storage to

Data f Cloud | DpData §
vamar ¥ protection || Disaster | Protection

reduce cost of data protection



DP4400 Cloud Tier

Data Domain |

_| ’ Central I Recovery j Advisor
| {
Dt L ERAC - : RTA "F.. ~Tro <

Data Domaln that is |nS|de DD4400 can
move old backups to cheap S3 storage to
reduce cost of data protection

Data f Cloud | DpData §
vamar ¥ protection || Disaster | Protection

The feature is cold CloudTier



DP4400 Cloud Tier

Data | Cloud | Data

D=l L ERAC

Avamar : : L
o _ "1 Protection | Disaster | Protection
Data Domaln S Central § Recovery j Advisor

Data Domain CloudTier can move old
backups to local S3 storage (ECS) or to S3
in the public Cloud (AWS /Azure / ...)




DP4400 Cloud Tier

Data | Cloud | Data

n \Vamar y pyotection | Disaster | Protection
Data Domaln a I Central 'I Recovery j Advisor
| = WA XV 5 x

DP4400 has all the required hardware for CloudTier g




DP4400 Cloud Tier
Data | Cloud | Data

Avamar : : -
n Yee A Protection || Disaster j Protection
Data Domaln S | 'I Recovery j Advisor
| = Woemro VR x

DP4400 has all the required hardware for CloudTier g

DP4400 has license to use 5TB of any S3 storage
to store old backups




DP4400 Cloud Tier
Data | Cloud | Data

Avamar : : -
n Yee A Protection || Disaster j Protection
Data Domaln S | 'I Recovery j Advisor
| = Woemro VR x

DP4400 has all the required hardware for CloudTier g

DP4400 has license to use 5TB of any S3 storage
to store old backups

If we need more space in S3 — we need to buy
additional CloudTier license




Data Domain CloudTier
Extending DP4400 with S3 storage

Linqx, UNIX,
Windows Applications,
Databases

VMs DEs Mail system
Backup g
Server ﬁ

~ DP4400

N

Old backups are moved
to S3 storage

« Performance / functionalities in dg-duplicated format
« Cost effective just by DP4400

Retention

1-3 months

. sl
virtustreom

Azure glgt! gtorage

Retention

5years/ 10 years/ ...




ECS/S3 storage extends
DP4400 space

S3 is NOT as fast as DP4400
but we keep there (automatically)
only very old backups

« Perfor... : il
« Cost effective just by DP4400 5years /10 years / ...




CloudTier

Full automation with Disaster Recovery
SITEA SITE B

IT Infrastructure IT Infrastructure
Servers, Virtualization Servers, Virtualization

Backup

Backup
Recovery

Recovery

}W 30 days - 30days
=\

LS  Replication 3 months 2L
7 50 years

DP4400 1% data sent DP4400

1 year
50 years




ECS/S3 storage extends DP4400 space (for old
backups)

No undeduplicatiton / de-duplication again
Minimal load of DP4400
Backend process

The same best Data Domain de-duplication
algorithm

Very cost efficiency

1 yeai 1 ycarl

50 years 50 years




Simple
Maintenance-less

Any infrastructure
Cost effective




¢ Full automaton

« Maintenance-free
 (Cost effective




* Any retention
e Simple

* Flexible - for any
environment




Cost ofF Long Term Retention
ECS 6y9+cm VS, +aPc lilarary

Estimation of backup size through defined number if years (in long term retention)

Number of backups Amount of data stored in
Data that are that monthly long term retention in the
backuped exported to long term Number of How many years do specified years
[TB] retention media months we keep backups? [TB]
80 1 12 5 4 80O

Estimation of ECS size to keep all backups in Long Term Retention

Cost of ECS space (List
Amount of data stored De-duplication ratio Price) required to sotre
in long term retention at CloudBoost Required ECS Cost of ECS per TB backups through defined
in the specified years gateway space (net) net number of years

[TB] [x:1] [TB] [Euro] [Euro]
4 800 20 240 76| 182 400

Estimation of tape library size to keep all backups in Long Term Retention

Total List Price cost

Amount of data stored Tape Cost List Price of tape of tape library
in long term retention  Capacity of LTO-6 compression Capacity of LTO tape Required number of tapesto  library (1100 slots,  Cost List Price of 11008l system (tape library
in the specified years tape ratio after compression  store all backups in required 8 LTO-6 drives) tapes + tapes)
[TB] [TB] [x:1] [TB] long term retention [Euro] [Euro] [Euro]

4 800 2,5 2 5 960 324 000 44 00/ 368 000




DP4400 Cloud Tier
Data | Cloud | Data

Avamar
" —J Protection | Disaster | Protection
Data Domaln '_ Central Recovery Advisor
= Vpw i FEETIO .

Dl

DP44OO has aII requwed
hardware / configuration
for DD CloudTier




DP4400 Cloud Tier
Data | Cloud | Data

Avamar -
" —J Protection | Disaster | Protection
Data Domaln _I ol Central I Recovery Advisor
= VR FECTIO ~

Dl

DP44OO has aII requwed

hardware / configuration
for DD CloudTier

DP4400 comes with
5TB license of DD CloudTier




DP4400 Cloud Tier

Data | Cloud | Data

DELLERD

Avamar : : :
: _ "1 Protection | Disaster | Protection
Data Domaln SNl Central § Recoveryj Advisor

If we want to use more than 5TB of S3
storage, we need to purchase additional
DD CloudTier license




DP4400 and

RecoverPoint for Virtual Machines




Every DP4400 has also free

5 RecoverPoint for Virtual Machine
licenses




DP4400 options summary




DP4400 Configuration Details

« Available in 12TB Increments as Full Model
24TB, 36T1B, 48TB, 60TB, 72TB, 84TB, 96TB

« Available in 4TB Increments as Entry Model
« 247TB, 36TB, 48TB, 60TB, 72TB, 84TB, 96TB

- Capacity:
Any capacity point can be ordered from the factory
- Can be upgraded to any supported capacity point in the field

*  Cloud Tier and Cloud DR are Purchased Options
Factory shipped or field upgradable



Dell Customer Communication - Confidential

DP4400 Configuration Details

» All Required Hardware is Shipped at New Purchase
Upgrades and field options only require license enablement
Exception is upgrade from Entry Level to Full Model

- DP4400 Licensing via ELMS Portal

 NDMP Accelerator node is supported as stand-alone option



IDPA family




Data Prottion Portfolio

PROTECTION PROTECTION PROTECTION
STORAGE SOFTWARE APPLIANCE

BEST OF BREED INTEGRATED




Data protection lifecycle — Fully converged

/.‘Joud integratior\
<

AV
0@?’/ Instant access & restores \
\06\
&
/ Advanced monitoring & analytics

Powerful data search

4 Packaged backup application and storage targets




IDPA Product Portfolio

LARGE ENTERPRISE

MIDSIZE ENTERPRISE

SMALL
ENTERPRISE

DP4400 DP5300 DP5800 DP8300 DP8800

BACKUP INGEST

4-6 TB/hr 24 TB/hr 32 TB/hr 41 TB/hr 68 TB/hr

6.2 to 50 PB'
18.6 to 150 PB?

1.9 to 36 PB'
5.7 to 108 PB?

1.4 to 14.4 PB’
4.2 to 43.2 PB?

240 TB to 4.8PB!

LOGICAL CAPACITY 790 TB to 14.4 PB2

340 TB to 6.5 PB!

96 to 288 TBu' 192 to 720TBu’ 624 TBu to 1 PBU’
Up to 864 TBu? Up to 2.16 PBu? Up to 3 PBu?

8 to 96 TBu'

24 to 288 TBu? 34 to 130 TBu'

USABLE CAPACITY

1 Total capacity on active tier only 2 Total capacity with cloud tiering add-on for long-term retention




IDPA DP4400

Networking




DP4400 Network

SFP (optical) and RJ45 (copper) available
for all capacities, 8TB — 96TB




DP4400 Network

SFP (optical) and RJ45 (copper) available
for all capacities, 8TB — 96TB

Both optical and copper auto-negotiate 1/10Gb



DP4400 Network

Each of 2 card has 4 ports



DP4400 Network

2 cards 10Gb SFP+ optical




DP4400 Network

Network connections
2 ports in each of the card is used




IDPA DP4400

NDMP option




| -""1 'ﬂli'—‘1i H‘. My | ] P— ‘

DP4400 has great feature of backup NAS
devices (Isilon, Unity, NFS, ZFS)

Huge FAST
With almost no usage of network

No load of NAS device




The architecture is very simple

EEe ——
Protected NAS storage

(Unity, Isilon, NetApp, ZFS NDMP Accelerator DP4400

(physical or VM)




The architecture is very simple

DP4400 reads only new
files from NAS storage
and send to NDMP
accelerator

At |
Protected NAS storage

(Unity, Isilon, NetApp, ZFS NDMP Accelerator DP4400

(physical or VM)



The architecture is very simple

This is very fast and load of NAS device process because we
read very few data (only new ones)

DP4400 reads only new
files from NAS storage
and send to NDMP
accelerator

At |
Protected NAS storage

(Unity, Isilon, NetApp, ZFS NDMP Accelerator DP4400

(physical or VM)




The architecture is very simple

NDMP accelerator
de-duplicates data (best
Data Domain engine)
and send new blocks to

DP4400
EENS ——
Protected NAS storage
(Unity, Isilon, NetApp, ZFS DP4400

NDMP Accelerator
(physical or VM)



The architecture is very simple

On DP4440 we have full backup
(though we have read delta).

2 |
Protected NAS storage

(Unity, Isilon, NetApp, ZFS NDMP Accelerator DP4400

(physical or VM)




The architecture is very simple

Huge fast
No load of NAS

Always FULL BACKUP

ALEMC —
Protected NAS storage
(Unity, Isilon, NetApp, ZFS

DP4400

NDMP Accelerator
(physical or VM)



Here are results of one of my customers




A _Ava mar Administrator - Activity (f)

Actions

Tools Mavigation Help

Full backup size

L

(protected data that we
can restore)

Activity Monitor | Activity Summary | Activity Report | Replication Repart |

- Fittered by

Status: ¥ SHliees . Croups MG, C - SCk0E Increfised data

Type: All Types Plug.in: Al Pluci Domain: All Domains .

Source: All Sources i i Container: All Containers (o) med|um

= =(data senf from accelerator to
Session d
Error Start Time End Time: me |Um)
Status Code (CEST) (CEST) Type Server

|V | Completed 2015-08-16 22:00 § 0oh:56m:0e=l| () 20150816 22:56 | Scheduled Backup | DD - dd670 =0.055% Wnasvnxdi
i Completed 2015-08-15 22:00 l 00h:34m:15sf] &) 2015-08-15 22:34 | Scheduled Backup | DD - dd§70 =0.05% gnasvnxii

Actions Tools Mavigation

Help

21
<l
=17

|8

Activity Monitor | Activity Summary | Activity Report | Replication Report |

Fitered by
Status: All Statuses

Type: Al Types
Source: All Sources

Client: All Clients

Group: All Groups e All Domains

Plug-in: Al Plugins

Container: All Containers

Session

Status

Completed

00h:59m:23=

2015-08-07 13:27

& 2015-08-07 1

On-Demand Backup

DD - dd&7T0. poc. local

Progress
Bytes

6,2 TH

= 5%




I -.v:amar Administrator - Activity (/)

Actions

Tools Mavigation Help

=

Activity Monitor | Activity Summary | Activity Report | Replication Repart |

Fittered by
o Crou AtGoe CPonE CE sed data
Plug-in: Al Plugins : P SR T
Info <51563; Backup #3 timestamp 2015-88-87 12:26:34, 28,118,434 files, 28,887 directories, 6,388 GB (3 files, 2.888 KB, 9.00% new)
Info <7539 gkt T R R TR It = R LTS
Info <6883:x: 486 GB/hour (28,454, 448 files/hour
Info <5587 var/nas
Info <5869>: - Writing cache file "/fusr/local/avamar/var/nas froot_wdm 28 F5 POC BACKUP RESTORE_p cache.dat™
Info <5546>: Cache update complete fusr/local/avamar/var/mnas JSroot_vwdm 28 F5 _POC_BACKUP RESTORE p cache.dat (48.8 MiB of 618 MiB max)
Info <7B83»: Finished at 2815-88-87 12:26:34 UTC, Elapsed time: 8888h:59m:80s
Info <8468>: Sending wrapup message to parent
Info <53143: Command completed (exit code @: success)
LA f

ar Administrator - Activity (/)

Actions  Tools

Mavigation Help

C

r
<l
Y

=

=L

Activity Monitor | Activity Summary | Activity Report | Replication Report |

Fitered by
Status: All Statuses Ciota: At Client: All Clients
Type: Al Types Piu “?rr: Al Pl i Domain: All Domains
Source: All Sources ok ;s Container: Al Containers
Session
Progress New
Status Bytes

Completed

2015-08-07 13:27

00h:59m:23=

[ 2015-08-07 14:26 | On-Demand Backup

DD - i

-

0.poc.local 62T8 | «0.05%

Full backup size
(protected data that we

can restore)

to



" _ Avamar Administrator - Activity ()

Actions Tools Navigation Help Full backup size
=T A= (protected data that we
i I |

can restore)
Activity Monitor | Activity Summary | Activity Report | Replication Report

L

- Fittered by

Status: Al Statuses Groips Al Groags Client: All Clients

. Increfised data
Type: All Types i 2 Domain: All Domains m .
Source: All Sources Fine o 148 P Container: All Contal 2 O I n Of fl I e S O} med|um

data senf from accelerator to
o6 1B of NAS medium)
Status Code [CEST)
L Completed 2015-08-16 22:00 @ 00h;56m:08= @ 2013
v Completed 20153-08-15 22:00 @ 00h: 34m: 153 @ 201 505 —

A ar Administrator - Activity ()
Actions  Tools Mavigation Help

EDEET

Activity Monitor | Activity Swnmaryl Activity Repg

i Fittered by

e i T F U LL BAC KU P in 1 h '

| Source: All Sources

Error Start Time

|
sis | code | cesn | Eapsed

_' Completed 2015-08-07 13:27 | 00h:59m:23= fﬁ 2015-08-07 14:28 | On-Demand Backup | DD - dd670.poc.local 62T | =0.05%



& DP4400

DP4400 has all licenses and hardware
to backup NAS devices

We only need to buy
« Hardware version of NDMP Accelerator

or
 Implement NDMP Accelerator as VM (take care about
requirements)




The power off

IDPA DP4400




Single console




() Data Protection Central X a2 - x
C | A Not

Data Protection Cen

//10.7.81.92/

Data Protection Central administratol

Dashboard

Exception Dashboard ~ .

8% ADD DASHBOARD /' EDIT B DELETE " FULL SCREEN

Health
Backup Activities

- Capacity Health

ses

System Activity | Backup

Capacity | Summary

10.92 % O

Health | Unhealthy Systems

Activities Capacity Utilized Systems Crossed Capacity
Threshold
Failed Completed With Exceptions Unhealthy Not Reporting

System Management Capacity H
Search and Recovery @ Capacity | Top 3 Highest Utllized Systems

(@ LAST 24 HOURS
Reports ave7-5-2 sddc local

Replication Activities : . Used | 3 C v g Alerts :
System Activity | Replication ave7-5-3.sddc local Alerts | Summary

(2]

ave7-5-1.sddc.local




Data Protection Central X

C | A Not

Data Protection Cen

//10.7.81.92/

Data Protection Central

Y System Filter

FamEn 2 -

administrator@dpc.local -

Dashboard

Health

Activities

Systems

System Management

Search and Recovery @

Reports

Activities » Systems

System

Avamar

Avamar

Avamar

Avamar

Avamar

Avamar

Avamar

Avamar

Avamar

Avamar

Avamar

Avamar

Activity Type b d

Backup

Backup

Backup

Backup

Backup

Backup

Backup

Backup

Backup

Backup

Backup

Backup

Status

Completed

Completed

Completed

Completed

Faited

Failed

Failed

Completed

Completed

Completed

Completed

Completed

System Name Policy Name

/chients/vcenter. sddc local/Virtual

2.5DDC.LOCAL

AVE7-5-3.5DDC.LOCAL ‘clients/DailyWindowsClient

5-1.5DDCLOCAL fclients/vcenter.sddc.local/Virtual

‘clients/WindowsGroup

-1.5SDDCLOCAL
/Default Group

AVE7-5-1SDDCLOCAL

/Default Group

-2.50DDC LOCAL

AVE7-5-3.5DDC.LOCAL /Default Group

AVE7-5-2 5DDCLOCAL fclients/vcenter.sddc.local/Virtual
5-3.5DDC.LOCAL /fclients/DailyWindowsClient
1SDDCLOCAL fclients/vcenter.sddc.local/Virtual
AVE7-5-15DDCLOCAL /clients/WindowsGroup

fclients/vcenter.sddc.local/Virtual

-2.50DDC LOCAL

Date Started

08/27/2017 09:00:01

09/27/2017 04:00:00

09/27/2017 03:00:00

09/27/2017 03:00:00

08/26/2017 23:00;00

09/26/2017 23:00:00

09/26/2017 23:00:00

09/26/2017 18:00:01

09/26/2017 16:00:00

09/26/2017 15:.00.00

09/26/2017 15:00:00

09/26/2017 09:34:39

Backup info

® ALLTIME

Date Ended

09/27/2017 09:04:56

09/27/2017 04:10:35

09/27/2017 03:05:32

09/27/2017 03:05:48

09/26/2017 23:28:23

09/26/2017 23:35:44

09/26/2017 23:32:39

09/26/2017 18:02:20

09/26/2017 16:04:52

09/26/2017 15:03:33

09/26/2017 15:04:17

09/26/2017 09:36:52

System Name

o
AVE7-5-1.5DDC.LOCAL

@) Status

Policy Name

System Type

Policy Type

Schedule

Clients

Clients Failed 2
Clients Active (]
Clients Completed 4
Clients With Exceptions

Clients Pending

Number of Clients 7

Targets

Target Type

Target Name




Data Protection Central X a2 - x

C | A Not

Data Protection Cen

ure | bips//10.7.81.92/

Data Protection Central Y System Filter administrator@dpc.local ~

Dashboard

Health > Capacity System Name o
Health ddve

System System Name Lhilization Usage Available Total Capacity

Health summary
33.08% | 18.60 GB 37.63 CB 56.23 GB

Avamar

Last update

44 46% | 25.00 GB 3123 GB 56.23 GB

Capacity

Avamar

I 70 GB 3253 GB 56.23 GB SeEEE

Total Capacity

o
@

]
w

Activities Avamar

Data Domain ddve 512% | 2921GB 54149 GB 570.69 GB (e
sags

Available

System Management
MTrees

Search and Recovery @ /data/coll/avamar-1493417614

Usage
Reports

Status

Usage

Status

Media info




) Data Protection Central X

<« C | A Not secure

(=) Data Protection Cen

Dashboard

Health

Capacity

Activities

System Management

Search and Recovery @

Reports

Policies

Domain ~

Jclients

/Jclients/vcenter.sddc local

/clients/vcenter.sddc local/Virtual

MName

Default Group

Default Proxy Group

WindowsGroup

Default Virtual Machine Gr.

VMBackups-ave7-5-1

Enabled

rue

rue

rue

Encryption Type

Policies

Ciient Count

Schedule

Default Schedule

Default Schedule

Daily

Default Schedule

Daily

Retention

Default Retention

Default Retention

‘WeekiyRetention

Default Retention

WeekiyRetention

e 2 == x

Dataset

Default Dataset

Default Dataset

WindowsLocal

VMware Image Dataset

VMware Image Dataset




() Data Protection Central X Faa s - X

<« C | A Not secure | bitpsy//10.7.81.92/#/mana

(=) Data Protection Cen

Edit Policy Information

Optional)
"VMware Image Dataset
/clients/Daily

Jchisnts/WeeklyReter

Editing policies




() Data Protection Central X e 2 - x

<« C | A Not

Data Protection Cen

Data Protection Central administrator@dpc.local

Dashboard

Fieien View Clients Client Name o
s winclient6.sddc.local
Client Name Domain Last Backup OS Type Client Version
System Type
dp-search /clients 09/26/2017 11:04 PM Linux 7.4100-242
Domain
winclient5 sddc local /clients 09/27/2017 4:05 PM Windows 7 Enterprise Edition Service 7.5.100-155 Activared
Activities
Rack? Last Backup
winclient6.sddc local Jelients 09/27/2017 4:05 PM Windows 7 Enterprise Edition Service 7.5.100-155 Last Check-in
Audit Pack 1 Last Contact
avamer-1493418561 /MC_SYSTEM = lipe
System Management
ave7-5-3.sddc local /MC_SYSTEM Linux 7.5.100-155 Client Version 7.5100-155
Search and Recovery @
Reports Protected By

Default Group

Description

winclient6 sddc local

View of proceed environment




(=) Data Protection Central X / [7 b2c4201d-a7f2-4543-97 % [Pz 2 - x

C | A Not secure | bitps;//10.7.81.92/

(=) Data Protection Cen

b2c4201d-a7{9-4543-9711-1b99ce7193e

Last Week: 9/25/17 14:41 - 10/2/17 14:41
Report Card EMC Avamar

Node 25Sep 26Sep 27Sep 28Sep 29Sep 30Sep
ave7-5-1.sddc.local -
ave7-5-2.sddc.local -
ave7-5-3.sddc.local -
dp-search

mg-0001

mqg-0002

mqg-0003

mg-0004

vcenter.sddc.local
winclient1.sddc.local
winclient2.sddc.local
winclient3.sddc.local
winclient4.sddc.local
winclient5.sddc.local

winclient6.sddc.local

Reports




- Data Protection Central X / [ Data Protection Search - X e 2 - X
< C | A Not

(=) Data Protection Cen

= DELL EMC Data Protection Search

Bitps//10.7.104.80/se

A, hotel receipt

# Index

|| Platform All

[] Server Al Wil

[ Client All

(] File Type c
"] File Name Contains

[ Size fin KB) | ol

] Last Modification Date lll
|| Backup Date

] Location

] Unindexable Conten A

INg any phrase in backed up

documents (GDPR

Platform: avamar Plugin: Windows File System



DP4400 — Minimal disk read

Source
Virtual Machines de-duplication

o fun o 1%
data transferred

I
{CBT
: Reading
: only new
: changed
blocks

Mount

Snapshot

DataStore

Reading only
changed data

No load of disk
system

No load of VMware
environment

Fast backups




DP4400 — Source de-duplication - the smallest block

Source
Virtual Machines de-duplication

1%
data transferred

Source de-duplication

The smallest variable 1TB 1TB 1TB

bIOCk (4K — 12K) BaFcukItIJp BaF:kILp BaFcukItIJp

Monday Tuesday XXX

Minimal data transfer
over the network



DP4400 — Source de-duplication - the smallest block

Client Direct

Source
Virtual Machines de-duplication
Simple

o fun f o
architecture

Source de-duplication T P

No additional

1% Media Servers
data transferrd

Minimal cost of network 1TB 1TB

Full Full
Backup

Minimal storage required Vabierl
Cost effective

Minimal pipe for +  Simple management

replication . Fast



DP4400 - huge performance

o o] o o o | Proxy v v f v f v
—_ * 100 to 1000 VMs backed up

DOOOD O L 0 ms% per hour

GG EEaEEEN. . »  Always full backup
DODDDeEmE " Ennon
DODD e =" " m,

v e v J o Qv J o B Qo Qo Qo o om o o
pum

v o f o fon o Proxy RN fun B v

v v v [ B v J o Jo Qo o o | o LR

8 streams Full Full Full
Backup Backup Backup
Monday Tuesday XXX



DP4400 VMware — Load balancing

Full Full Full
Backup Backup Backup
Monday Tuesday

8 Virtual Machines
backuped by the proxy

1% data transferred

12 Virtual Machines in the environment

DP4400 automatically provides load balancing
among all available proxy Virtual Machines



DP4400 VMware — Flexible /| automated

 DP4400 automatically chooses best / fastest
proxy for backup / restore

 We can add / remove proxies any time ->
DP4400 will adjust its behavior immediately for

the new environment

* Adding proxy is O time process
* Clicking the button in DP4400
* Avamar deploys proxy DP4400




DP4400
VMware Backup

Self-backup infrastructure

Video describing
self-backup infrastructure:




DP4400 Dynamic Policies

@ @
Virtual Infrastructure

Backup admin defines the policies for
newly created Virtual Machines

Newly created Virtual Machines are
automatically assigned to policies

Deleted Virtual Machines are no
longer backed up, but we can still
restore them

VMware environment self backups

Higher SLA / full automation



Self-backed up environment
DP4400 Dynamic Policies

« Examples of Avamar policies:

— Backup every 1h all Virtual Machines that have in the name phrase
SQL or Oracle and keep them for a week

— Backup once per day all Virtual Machines that have in the name
phrase App and keep them for a month

— Backup once per day all other Virtual Machines and keep them for
a week



Self-backed up environment
DP4400 Dynamic Policies

Or we can define any

other rule




Self-backed up environment
DP4400 Dynamic Policies

- After implementing policies, VMware and Backup
— Backup administrators
— Vmware administrator

don’t have to perform any additional tasks!!!

- All Virtual Machines are backuped automatically



Self-backed up environment
DP4400 Dynamic Policies

- Every Virtual Machine will be backed-up
— If it was created a moment ago or a year ago
— If it was created locally or at remote locations
— If it was created by person A or person B

- Whatever happens, we have backup of all VMs!



Self-backed up environment
DP4400 Dynamic Policies

* If Virtual Machine is deleted
— Virtual Machines is no longer backed-up (VM does not exist)
» Automatically removed from backup policies
— We can still recover the Virtual Machine



Self-backed up environment
DP4400 Dynamic Policies

100% SLAM!




DP4400
VMware Backup

Restore option




DP4400 VMware — Immediate repairing

Full Full Full
Backup Backup Backup
Monday Tuesday

Restore to exisiting
irtual Machine

% data
transferred




DP4400 VMware — Backup as production!

Full Full Full
Backup  Backup Backup We need to

Monday Tuesday . .

Immediately access
any of some Virtual
Machines backed-up
on Data Domain

 Tests

« Disaster Recovery

Do we need to restore?

« Time

« Resources (disk /
network)




DP4400 VMware — Backup as production!

Full Full Full
Backup Backup Backup
Monday Tuesda XXX

Proxy

i o |
vm || vm mIwlns |

We can start our Virtual Machines directly from

DP4400 with 1000 IOps




DP4400 VMware
Single file restore

» Recovery without vCenter
- Recovery between vCenter

- Single file recovery from VMware image backup
— VMware / NetWorker admin

— Owner of Virtual Machine

- Searching files in the VMware image backup



DP4400 VMware

Single file restore

* Recovery of single file

» Recovery by application owner via browser GUI
- Recovery from protected machine

- Automated testing of backuped VMs



Laptop backup capabilities




Laptops / PCs
DP4400 for backup/recovery laptops

- Laptop can be anywhere
- GSM
— WiFi
— Local

» Almost no data transferred during the backup
—even 0,01% (0,0001 of backup data) sent during the backup



Laptops / PCs
DP4400 for backup/recovery laptops

Y avamar7Za Avamar Administrator - Activity (/)

:Actil:uns Tools “hMware Mavigation Help
=

I IEEIIENIE |

| Activity Monikor | Arkiviby Summar';.fl &ctivity Report | Replication Report

Statuz Type Source Graup Plug-in Client Datmain Container DD
All Statuses All Types All Sources All Groups All Plugins All Clients All Domains All Containers All Systems

Session
Status ] ¥ Stan Time {C... | Elapsed Sener

Frogress Bytes § Mew Bytes gClient
Cnmpleted 2015-12-22123 00h:03m:26s DD -10.64.123.458 71,4 GB =0.05% Qposaolkovwdl4c corp eMc.com




Laptops / PCs
DP4400 for backup/recovery laptops

LA Backup Statistics E3

Y avamar7Za Avamar Administrator -

| Property Yalue
.Actil:uns Tools Yhware Bavigation hackup_label GOD_Laptop-145078387 7306 -
hackup_number 11
E Rl =
...... bytes_excluded 0
166011

| Activity Monitor | Arkiviby Summar';.fl Ackivity |

Statuz Type

Gre

bytes_modified

aktad=] Foodition e - ]
hytes_modified_sent 166011

Status

v 5

Completed

2015-

All statuses All Types All Sources All [Myte s peyy 1EROT1
hytes_overhead 43072
hytes_scanned TERAZ25414527
hytes_skipped ]

cid

ad1d01 3h84cchy8a8edadd! 3d71b2c46dbedBa

Client

posaolkowdldc.corp emec.com

client_name posaolkowdldc.corpeme.cam

client_os Windows T Enterprise Edition Service Pack 1 64-hit
client_wver T2101-31

completed_date 2015-12-22

completed_time 11:34:45.309

completed_ts

2015-12-22 11:34:45.309

Export... Close




Laptops / PCs
DP4400 for backup/recovery laptops

* Immediate backup
— 1 — 20 minutes to finish the laptop backup
) avamar72a Avamar Administrator - Activity (/)
Actions  Tools Whhware MNavigation Help
s
Aekivity Monitor | Aickivity Summary | fitivity Repart | Replication Repaort
Status Type SOurce Graup Plug-in Client Datmain Container oo
All Statuses All Types All Sources All Groups All Plugins All Clients All Domains All Containers All Systems
Session
Status % Start Time (C... § Elapsed Sener Progress Bytes | Mew Bytes | Client
2015-12-2212:31 00h:03m:26s QJDD-10.64.123.58 71,4 GB =0.05% | posaolkowdldc.corp.emec.com

Completed



Laptops / PCs
DP4400 for backup/recovery laptops

* No load of protected laptop/PCS
— No (minimal) reading data from laptop during backup



Laptops / PCs
DP4400 for backup/recovery laptops

* Immediate restore

0 avamar.labd.local Avamar Administrator - Activity (/)
Actions Tools VMware Navigation Help

-|
=
-

w2

&

=

Activity Monitor ~ Activity Summary Activity Report Replication Report DR Activity Monitor

Status Type

Source

Group Plug-in
All Statuses All Types All Sources All Groups All Plugins All Clients All Domains All Containers All Systems

Client

Domain

Container

DD

Status

Error Code

~ Start Time (PST)

Completed

2017-11-1507:25

Elapsed |
00h:00m:17s

Session
End Time (PST) ne Server Progress Bytes | New Bytes | Client
@ 2017-11-1507:25 DD - dda labd local 725GBl  <0.05% | solina labd local




LaptOpS / PCS Back Up Now

Back Up...
DP4400 for backup/recovery laptops .
EMC Avamar Desktop/Laptop i:t;:i;es Z

——
* Restore by: vsge > | B

About
Help

Search

Exit

Avamar admin

Browse

Search

@ avamar.labd.local Avamar Administrator - Backup, Restore and Manage (/) - C
Actions Tools VMware Navigation Help

= I = Backu
TR EELET T T .

m avamar.labd.local Backup Restore Manage
&-*% MC_RETIRED
sz = By Date By File/Folder

pyclients|
*2 MC_SYSTEM

<« November 15,2017 p | Location ~ Number Date & Time (PST) Name Plugin

S M TWTF S 0D 9 e llser
Local 2| 2017-11-1507:23AM | MOD-1510759358686 | Windows File System

29 30 31 1 2 3 4
5 6 7 8 9 10 1 Local 11| 2017-11-1507:18 AM | MOD-1510759096488 | Windows File System
Local 2017-11-1507:17 AM | MOD-1510757579338 | Windows File System

=l

12 13 14 RER 16 17 18
19 20 21 22 23 24 25
26 27 28 29 30 1 2

olina.labd.local

<

Contents of Backup named MOD-1510759378972
Select I Name Date Size ITyd User Group P
%] data 2017-11-1515:119:13  725GB Administrators  Domain Users  d




Laptops / PCs
DP4400 for backup/recovery laptops

-+ Access to data from any device

— Mobile
— Laptop

[ Avamar X

— C | A Not secure | hitps:;//avamar.labd.local/dtit/home.ht... ¥

-Avamar Web Restore

{rHome [3Searchd ' Browse® ADow

~ UserID

DEALEMC

Warning: Authorized Users Only

Password
Domain AVAMAR || | Enter a doms
Client Name
| Login || Help
@ 2016-2017 Dell Inc. or its subsidianes. All Rights Reserved



Laptops / PCs
DP4400 for backup/recovery laptops

* All backups are full!



Disaster Recovery




Site A Site B

Databases Databases

Virtualization Virtualization
Applications Applications
Servers Servers
Remote offices Remote offices

Laptops Laptops

Backup Backup
Restore Restore
\7 _T}V_—‘__—_E ;" ‘ — ﬁ [
G R e iy Disaster Recovery g, |
DP4400 Transfer 1% DP4400

Recovery 100% of data



Site A Site B

We replicate between DP4400 appllances

In 2 sites 1% data
but

we can restore 100% data

Backup Backup
Restore Restore

Disaster Recovery

PP ] Transfer 1% Y
DP4400 Recovery 100% of data DP4400



Site A

Databases
Virtualization
Applications

Servers

Remote offices

Laptops

Backup
Restore Disaster Recovery
Transfer 1%

En Recovery 100% of data
:[ ﬁ

DP4400

Site B

Databases
Virtualization
Applications

Servers

Remote offices

Laptops

Backup
Restore

DELLEMC

PR AT,

Avamar (Physical or Virtual)
with Data Domain (Physical or Virtual



Site A Site B

We replicate between DP4400 appliance in one location

and

Avamar and Data Domain in another location

Backup
Backup Restore
Restore Disaster Recovery

Transfer 1%
Recovery 100% of data

Hl I\H‘” II“”HFI”"\H*
1B T BT
Avamar (Physical or Vlrtual)
with Data Domain (Physical or Virtual

DP4400



Site A Site B

We replicate between DP4400 appliance in one location
and
Avamar and Data Domain in another location

Avamar can be Virtual or Physical
Data Domain can be Virtual or Physical

DELLEMC

Recovery 100% of data

1S AT ke \ M = It i :: | H I M 14
DP4400

Avamar (Physical or V|rtuaI)

al



IDPA DP4400

Initial configuration




ACM (Appllance Configuration Manager) - Initial Configuration
FS e 2= o

C | A Not secure | hitpsy 92 68.100.100:8 jataprotect # ol

Integrated Data Protection Appliance

® 2008-2018 Dell Inc. or ils subsidiaries. All Righls Reserved

DA LEMC

After power on DP4400 we need to provide IP addresses




DP4400 Configuration

DP4400 Configuration

Welcome
Welcome to Integrated Data Protection Appliance configuration

License
Protection Storage Backup Server IDPA System Manager

General settings .‘ e ‘&

Customer information . ’

vCenter DDVE 3.1 Avamar7 5.1 IDPA System Manager 18.1

Protection Storage Reporting and Analytics Search Cloud Disaster Recovery

Backup Server ’
IDPA System Manager w O

Data Protection Advisor 6.5 Search 180 Cloud Disaster Recovery 17 4
Reporting and Analytics

Search R?

Summary

| have read the pre-requisites for Integrated Data Protecbon Appliance configuration

Previous | | Next Submit



Add licenses

DP4400 Configuration

Welcome i
License

License
Protection Storage

General settings

Protection Storage license Browse
Customer information
Backup Server
vCenter
Avamar Server license m
Protection Storage
Backup Server Reporting and Analytics

IDPA System Manager Reporting and Analytics license m

Reporting and Analytics
Search

Summary

We need to provide license

n

Previous



Deployment using IP address range

Weilcome

License

General settings
Customer information
vCenter

Protection Storage
Backup Server

IDPA System Manager
Reporting and Anaiytics
Search

Summary

General settings

Serial Number:

Time zone:
SNMP server
Network Settings
|« IP address range (10) -
Subnet masic
Primary DNS server

Domain name:

DUMMYPSNT4400

[ - (UTC+05:30) Chennai, Kolkat ]

[mm 189.1

[10_241.139.133 -]_ )

| 2552552550

10.254 §6.23

Is3 emc.com

Description

Vihware vCenter IP address =

Protection Storage
Management IP address
Data network Backup IP 1
address

Data network Backup IP 2
address

Avamar Server I[P address
Avamar Image Proxy IP
address

IDPA Server IP address
Reporting and Analytics
Application server IP address
Reporting and Analytics
Datastore server IP address
Search Index Master Node IP
address

|

T T

- AT



ACM Dashboard — CDRA continued...

Configure Cloud Disaster Recovery from the ACM dashboard

Cloud Disaster Recovery Configuration

Cloud Disaster Recover Add On IP | 10.241.189 143 g l

address J 1.




ACM Dashboard — Customer LDAP Configuration

Query password criteria: Minimum 9 to 20 characters, coniains at least a lower case alphabet, upper case alphabet, digit and any of special character

- hyphen nderscore adot

Domain name criteria: Alphanumenc characters and special characters

Query username criteria: Alphanumeric characters and special characters (- hyphen inderscore,  dot

LDAP type AD Secure LDAP D

Server hostname 10.63.62.75 . Domain name dc=vdp dc=emc dc=com

Query usemame demo@vdp emc.com " Query password serrienns

Admin group name ip_adm Paort number 389

Validate [N

We can integrate with our AD




Pricing




DEALEMC Data Protection Appliance

Hardware Services & Support Summary
@ Primary
* Solution Name IDPA 4400 24TB
% 1ype of
Configuration Upgrade to existing Solution
* Installation Country Poland

i Platforms Offered for
Selected Installation BIZVOLM DP5300 DP5800  DP8300  DP8800
Country .




DEALEMC Data Protection Appliance

Hardware Services & Support Summary
@ Primary
* Solution Name IDPA 4400 24TB
% 1ype of
Configuration Upgrade to existing Solution
* Installation Country Poland

i Platforms Offered for
Selected Installation BIZVOLM DP5300 DP5800  DP8300  DP8800
Country .




+ Select Backend
Storage Capacity

Add Data Domain
Cloud Tier Storage

24 v

]

24
36
48
60
72
84

96



@ Options

Network Interface Options

Model

DPXCVR-10GBE-4400

DPCBL-LC-OM4-10ME

DPCBL-TWX10GB-TM

DPCBL-TWX10GB-5M

Description

TRANSCEIVER 10GBE SFP+ DP4400 300M

10 M LC TO LC CABLE KIT

CABLE TWINAX DP4400 7 METER

CABLE TWINAX DP4400 5 METER

Item Quantity

DPCBL-TWX10GB-3M

DPCBL-TWX10GB-2M

DPCBL-TWX10GB-1M

CABLE TWINAX DP4400 3 METER

CABLE TWINAX DP4400 2 METER

CABLE TWINAX DP4400 1 METER



Add NDMP Accelerator Node 0-1

@ Cloud DR

Include 5TB’s of Data Domain Cloud DR to
your order? Yes

The initial purchase of the DP4400 allows 5TB of Data Domain Cloud DR licenses to be included at no charge. Maintenance does apply.
This enablement is NOT available after the initial purchase.

To add more than 5TB of Data Domain Cloud DR to your order, please see below.

Data Domain Cloud DR Yes n

@ Software Fulfillment

Software Fulfillment Method SWREE 48  S\W Electronic and Physical



Additional materials




Article / video about DP4400

* Video:
https://youtu.be/tChSjT40rcqg

» Article with this presentation as pdf:
http://backuprecoveryguy.blogspot.com/2018/08/dp4400-
backuprecovery-appliance-and.html

DELLEMC



DP440k

* http://bs¢
backup

E] BackupRecoveryGuy: DF- X \{

C' | ® Not secure |l backuprecoveryguy.blogspot.com/2018/08/dp4400-backuprecovery-appliance-and.html

DF440U provides all

Data Domain _ Avamar Cloud Disaster Recovery

with CloudTier Exn _
B B

=k 1

Top backup media on the market Backup software Cloud gateway
Bes! de-dup, Ransomware protection, Simple, Huge fast, Auto backup new VMs Automated migration VMs to AWS
Highest speed, Zero recovery time, DR, Backup all data; VMs, liles, dbs, Start VMs in AWS with FULL orchestrations
Cloud ! 53 support laptops, ....

Search Data Protection Central _ Data Protection Advisor

Immediate finding any phrase in backed Single point of control Reports, solving issues, ..
up documents, GDPR

What about desing / implementation / maintance of DP44007
DP4400 is 2U appliance that comes to us:

s Installed
» Configured
« All components are properly tuned

dp4400-

DELLEMC



Artykuty / filmy dotyczace DP4400 po polsku

Krotki film dotyczgcy DP4400:
https://youtu.be/AwtAHAKDyyo

Artykut dotyczgcego tego filmu:
https://backuprecoveryman.pl/dp4400-wlacz-i-backupuj/

Petny film opisujgcy DP4400:
https://youtu.be/cBlw1hYaT9Q

Artykut z odnosnikami do poszczegdlnych fragmentow filmu
https://backuprecoveryman.pl/dp4400/

Catos¢ materiatéw dotyczgcych DP4400 po polsku:
https://backuprecoveryman.pl/przeglad-materialow-po-polsku-dotyczacych-backupu-
odtwarzania-archiwizacii/

DELLEMC




PoC materials

- Avamar Proof of Concept self customer/partner guide:
* https://inside.emc.com/docs/DOC-169258

- Data Domain Proof of Concept self customer/partner guide:
* https://inside.dell.com/docs/DOC-229736




Materiaty opisujgce Avamar / Data Domain (PoC)

- Jak zainstalowac i skonfigurowa¢ Avamara / Data Domain:

* https://backuprecoveryman.pl/pobierz




Customer story




“The IDPA DP4400 is a
great product because it’s
all in one. It's highly
scalable so you know that
you've got great expansion
capabilities. Because it’s

Dell EMC, it’s ready to go
and | can trust that | don'’t
have to do a lot of research
and vetting to make sure
it’s going to work for me.
That’s peace of mind.”

Brian Linden
IT Director
Melanson Heath

“The IDPA DP4400
provides a single
dashboard for data
protection; significantly
reducing deployment time
while increasing overall
value and efficiency for our
customers.”

Seife Teklu
Senior Solutions Architect
Arrow Electronics

PLAY VIDEO

IDPA DP4400 - CUSTOMER QUOTES

“Installation for IDPA
DP4400 is easy. Within two
hours we were off and
running. | don’t have to be
Lou Ferrigno to rack a 2U.
It goes in quick. It plugs in
and is ready to backup
loads. It just works!”

John Sharp
IT Manager
The Vollrath Company




“One Stop Full Solution”
EMEA Telco Customer

Server, Storage and Data Protection
win with Indrustry Leading
Technology

Customers get to purchase Best Of
Bread solutions

1 Vendor Strategy pays off for
customer in operational excellence,
Business Outcomes And Cost To
Protect

DELL EMC

Use Case Benefits

DataBase & Applications

Energy & Financial customer

Best in its class Data Protection that

performs (in this real case) 20x faster:

Oracle from 29 hours reduced to 1h
40 minutes!!!

Weekly full of whole customer
environment from 1+ week reduced
to less than 8 hours

European Central Bank Regulations
from NON Compliant to fully
Complaint

DellEMC met all Compliances,
Certifications, SLAs & SLOs.

Cyber Recovery
Functionality
Global Personal Care Company

Suffered a serious ransomware
attack (Petya)

During the attack every Windows
Client went down (not only in
the HQ, but worldwide!)

The customer was able to
recover only thanks to the Dell
EMC Data Protection that they
are using!




“Our dedupe rate is 84:1. Once
you see that dedupe &
compression, it's hard to go
anywhere else.”



Summary




DP4400

3,300 90%

Units sold FY20 Y/Y revenue growth



Backup servers
& storage

Search &
analytics'

Cloud
DR + LTR

DEEESEMC DATA PROTECTION

implicity Is a Converged Solution

2U and 10x! faster . @

Easy to deploy & upgrade/
DEVE Hours

=
24TB-96TB > + 192TB with C__D
without additional HW

Densest 2U appliance—up to 20% more capacity?

'Based on Dell EMC internal testing, May 2018, compared to traditional deployments. Actual results will vary
2Based on Dell EMC internal analysis, May 2018, using Rubrik’s and Cohesity’s published data. Actua

Backup
software

System
management




Simplicity is Easy Management
Modern Ul

@ Dashboards

c2
g . 1
- O/E Exception resolutions
P
—._ | Policy management
=

ﬁ—ﬁn Reporting ‘ ./

\-

4 )

d




DELL EMC DATA PROTECTION

Power Is Built For VMware

Comprehensive Data Protection Integration with

vmware

vSphere vSphere vCloud vRealize vRealize vRealize
Web Client vCenter Director Log Insight Operations - Automation
Manager

Protect up to 5x more VMs in 2U' @ Simple, cost effective to scale to more VMs @ Faster backups and recoveries

'Based on Dell internal testing and comparing against Rubrik's published performance data in 2U, February 2018 De‘LL:‘\-’fIC




The promise of IT Transformation

I_.ess cost] t.ech .refreshes clite / Accelerate path to hybrid cloud
risky data migrations

1 | : |
Easier, less costly to monitor, / Operational efficiencies
sustain, and support managing data protection silos

S AU E BTN

Shelior |nsta!lat|qn jnd / Avoid bottlenecks and hot spots.
deployment timelines

Wy ’llln; I. :| | I ..,'ﬂ B - e

Cl and HCI can make this a reality

o




Cloud-like Agility

Do you believe hyperconverged infrastructure technology has made your IT

Enable ITaaS on-prem o .
organization more agile?

“A Whopp|ng 870A) Of |T Yes, it has made us somewhat more agile
managers already using
HCI agree that it makes
IT more agile, W|th 25% No, it has not made us any more agile
strongly agreeing.”

Yes, it has made us significantly more agile

Don’t know

ESG: Accelerate Transformation with Hyperconverged Infrastructure (HCI), January 2018



A build experience is different than a “buy” experience

Significant differences in total lifecycle cost

Purchase > Delivery > Installatlon Expansmn > Software > Support

Updates
Traditional Selection of Customer receives Customer reads Manual validation at Manual validation of Separate Hardware
hardware and hardware and manuals and self  order. Compatibility environment and and Software
AV/DD software from software separately installs or multi-day check not versions. support. Some
range of available PS engagement performed until Components are parts replacement
models and install. Software upgraded either by  may require
bundles Compliance customer or via customer
Unknown CS/PS engagement involvement.
Valid configurations Software is loaded ~Automated setup Compatibility and  Notice of upgrades  Single Support for
available to order ~ at factory ready to ~ and network Compliance and/or hot fixes. all components,
deploy validation including assured, quick Components are remote support and
DPA and DP expansion with upgraded in a automated parts
Search simple upgrade controlled release replacement
cycle

DELLEMC



IDPA DP4400 Value Proposition

DD market leadership and enterprise class DP architecture for mid-market customers

Simple plug-and-play with ‘all-in’ integrated software with intuitive
management/reporting

Easy and quick install and set-up (wizard); simple/easy in-place storage scale-up
(license)

Highly/efficient global dedupe with large effective data storage reach/capacity
High effective throughput; lower resource utilization and overhead
Uncompromised data integrity (DIA) and efficient file system

BOOST/DDBEA for accelerated performance and SISL

Compact/dense 2U chassis (24 — 96 TB usable) with latest Dell server technology
Great price point(s) and low TCO; even lower operational ‘cost to serve’ savings!

Cloud Tier (5TB) included in price — plus, Customer Satisfaction & Dedupe
Guarantee! DLALLEMC



Backup Media

Cloud Integration: GDPR DP4400:

based on Data Domain * testsin Cloud Finding any Ready to backup

. Cloud as DR phrase after power on
SRS LI in protected Sized and equipped
based on Avamar Central console @ documents to have highest

Over 300 reports

Any environment:
Virtualization
Databases
Servers

Laptops

Remote offices

up to the full capacity
of DP4400 - all licenses
included

speed (factory

designed)
No risk approach

Capacity on deman:
« from 8TB net
« to 96 TB net

Extensions every 4TB/12TB
just by adding the license

20TB->24TB upgrade requires
hardware upgrade (customer
installable)

Unique market features

Starting VMs from DP4400 with
1000 IOPS+ with recovery

Ransomware protection
Automated backup of new VMs
Recovery by application owner



Questions...

DP4400 and...
start your backup!

Daniel. Olkowski@dell.com




