Laptop protection

Fast / No load / Minimal transfer
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Agenda

* What do we expect from laptop backups?

* Speed
« Backup
* Restore

* No load

* No network
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» User friendly
 Automated
e Secure

* Cost effective
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Laptops / PCs
DP4400 for backup/recovery laptops

- Laptop can be anywhere
- GSM
— WiFi
— Local

» Almost no data transferred during the backup
—even 0,01% (0,0001 of backup data) sent during the backup



Internal Use - Confidential

WHY DELL EMC DP4400 ?

Simplicity in a Converged Solution

. 2U and 10x!

[T N .). -
HEH 7 & "
Backup & Easy to deploy & upgrade Deduplication
Restore Days Hours
g > Cloud DR
+LTR
Replication
®
Instant Access

Recorony 8TB-96TB +192TB with + Restoro
without additional HW

Densest 2U appliance—up to 20% more capacity?

Search & VMware
Analytics Integration
. 'Dell EMC internal analysis using publically available competitive pricing, May 2018. Lowest cost-to-protect is based on $ per logical GB. Actual cost will vary
. © Copyright 2018 Dell Inc  2Based on Dell EMC internal analysis, May 2018, using Rubrik’s and Cohesity’s published data. Actual results will vary



Laptops / PCs
DP4400 for backup/recovery laptops

Y avamar7Za Avamar Administrator - Activity (/)

:Actil:uns Tools “hMware Mavigation Help
=

I IEEIIENIE |

| Activity Monikor | Arkiviby Summar';.fl &ctivity Report | Replication Report

Statuz Type Source Graup Plug-in Client Datmain Container DD
All Statuses All Types All Sources All Groups All Plugins All Clients All Domains All Containers All Systems

Session
Status ] ¥ Stan Time {C... | Elapsed Sener

Frogress Bytes § Mew Bytes gClient
Cnmpleted 2015-12-22123 00h:03m:26s DD -10.64.123.458 71,4 GB =0.05% Qposaolkovwdl4c corp eMc.com




Laptops / PCs
DP4400 for backup/recovery laptops

LA Backup Statistics E3

Y avamar7Za Avamar Administrator -

| Property Yalue
.Actil:uns Tools Yhware Bavigation hackup_label GOD_Laptop-145078387 7306 -
hackup_number 11
E Rl =
...... bytes_excluded 0
166011

| Activity Monitor | Arkiviby Summar';.fl Ackivity |

Statuz Type

Gre

bytes_modified

aktad=] Foodition e - ]
hytes_modified_sent 166011

Status

v 5

Completed

2015-

All statuses All Types All Sources All [Myte s peyy 1EROT1
hytes_overhead 43072
hytes_scanned TERAZ25414527
hytes_skipped ]

cid

ad1d01 3h84cchy8a8edadd! 3d71b2c46dbedBa

Client

posaolkowdldc.corp emec.com

client_name posaolkowdldc.corpeme.cam

client_os Windows T Enterprise Edition Service Pack 1 64-hit
client_wver T2101-31

completed_date 2015-12-22

completed_time 11:34:45.309

completed_ts

2015-12-22 11:34:45.309

Export... Close




Laptops / PCs
DP4400 for backup/recovery laptops

* Immediate backup
— 1 — 20 minutes to finish the laptop backup
) avamar72a Avamar Administrator - Activity (/)
Actions  Tools Whhware MNavigation Help
s
Aekivity Monitor | Aickivity Summary | fitivity Repart | Replication Repaort
Status Type SOurce Graup Plug-in Client Datmain Container oo
All Statuses All Types All Sources All Groups All Plugins All Clients All Domains All Containers All Systems
Session
Status % Start Time (C... § Elapsed Sener Progress Bytes | Mew Bytes | Client
2015-12-2212:31 00h:03m:26s QJDD-10.64.123.58 71,4 GB =0.05% | posaolkowdldc.corp.emec.com

Completed



Laptops / PCs
DP4400 for backup/recovery laptops

* No load of protected laptop/PCS
— No (minimal) reading data from laptop during backup



Laptops / PCs
DP4400 for backup/recovery laptops

* Immediate restore

0 avamar.labd.local Avamar Administrator - Activity (/)
Actions Tools VMware Navigation Help

-|
=
-

w2

&

=

Activity Monitor ~ Activity Summary Activity Report Replication Report DR Activity Monitor

Status Type

Source

Group Plug-in
All Statuses All Types All Sources All Groups All Plugins All Clients All Domains All Containers All Systems

Client

Domain

Container

DD

Status

Error Code

~ Start Time (PST)

Completed

2017-11-1507:25

Elapsed |
00h:00m:17s

Session
End Time (PST) ne Server Progress Bytes | New Bytes | Client
@ 2017-11-1507:25 DD - dda labd local 725GBl  <0.05% | solina labd local




LaptOpS / PCS Back Up Now

Back Up...
DP4400 for backup/recovery laptops .
EMC Avamar Desktop/Laptop i:t;:i;es Z

——
* Restore by: vsge > | B

About
Help

Search

Exit

Avamar admin

Browse

Search

@ avamar.labd.local Avamar Administrator - Backup, Restore and Manage (/) - C
Actions Tools VMware Navigation Help

= I = Backu
TR EELET T T .

m avamar.labd.local Backup Restore Manage
&-*% MC_RETIRED
sz = By Date By File/Folder

pyclients|
*2 MC_SYSTEM

<« November 15,2017 p | Location ~ Number Date & Time (PST) Name Plugin

S M TWTF S 0D 9 e llser
Local 2| 2017-11-1507:23AM | MOD-1510759358686 | Windows File System

29 30 31 1 2 3 4
5 6 7 8 9 10 1 Local 11| 2017-11-1507:18 AM | MOD-1510759096488 | Windows File System
Local 2017-11-1507:17 AM | MOD-1510757579338 | Windows File System

=l

12 13 14 RER 16 17 18
19 20 21 22 23 24 25
26 27 28 29 30 1 2

olina.labd.local

<

Contents of Backup named MOD-1510759378972
Select I Name Date Size ITyd User Group P
%] data 2017-11-1515:119:13  725GB Administrators  Domain Users  d




Selt-deny ore by earch

O Backup
T e
@‘3) Activity

EMC Avamar Desktop/Laptop

:@ Restore by Search

(IF_:‘}‘ Restore by Browse

Restore by Search

Name ’ Size Type Modified Date
o = Change this file every day.docx 14 KB docx 3/25/10 2:32 PM
O =5 Catalina Changes that may impact c¢ b doc 40 KB doc 1/7/08 5:12 PM

4 KB Folder 1/30/10 1:18 PM
Change Req BOKB doc 2/17/09 10:26 AM

Change Reguests
Avamar Change Request Template.d

. Restore | @ New Name
() Overwrite Existing File

Restore to  Original location | Browse

I 4 | Page 1lof1 Displaying 1 - Bof 8
| Restors | @ New Name s >
Restore to | Original location | | Browsa
() Overwrite Existing File
(@ Last Backup: 4/9/10 12:07 PM 1| @ NextBackup: 4/10/10 12:00 PM | | User: chaitw |

D% Avamar DTLT Catalina PDS 2009-0302 JC  C:/Documents and Settings/chaitw/My Document 311 KB docx 4/6/08 8:23 AW

2



Browse
Backup Date: |1 0/5/2009 | 2

Self-service

{= EMC Avamar Desktop/lLaptop - Windows Internet Explorer

G - Db eiotiotanzin

File Edt Yiew Favortes Tooks  Help

Time: | 12:04:14 PM e
12-:04:14 PM

Liks 9 Google WP ¥ahoo! ([ EMC () Storage News @ Weather @) Radar £ Chal

o e EMC Awamar DesktopjLapto
piLaptop

Documents and Settings

EMC Avamar Desktop/Laptop

( j~) Restore by Search Backup Date: [10/5/2009 i

Folders

- B
[ resorevyorowse | | =0

"I Documents and Settings
Oaackup Now

=N .
@ Backup History

Restore by Search

/

-
{'r _;';" Restore by Browse

9I28/06 2:43 PM
\ page[ 0 Joto o
10/23/08 11:04 AN
@ New Name 212/09 9:26 AM
Restore to | Original location Browse :
© Overwrite Existing File estore 10 |70 | | 5115107 3:41 AM
9/24/08 1:09 FM

Users chatw | 6/29109 12:20 PM

c Last Backup: 10/09/2009 01:56:09 PM Successful @ NextBacup: 10/10/2009 12:00:00 PM
T14i09 430 P

©J Local intranet ®100% -

I

Done

J start ErmMER& @ mo

Restore | (2 New Name

efirition fr... & m

Internal Ug




Activiy Hitory

00h:00m:57s
00h:00m:06s
00h:01m:04s
00h:01m:05s
00h:02m:03s
00h:01m:08s
00h:01m:40s
00h:02m:17s
00h:00m:12s
00h:00m:14s

Workorder |0

MoveClients ToNewDomainSRS.docx
ReplacelegacyUISRS. docx

| RatiraClisntSRE docx

IUsers/chaitw/Desktop/srs/Reports SRS.docx
_IsarsichatwDesktonisrs/RaticaClirnt SRS doex

4GB  <i% PIA-Bil-1270836044587
4GB 0% PA-Bil-1270749638082
4GB <1% Bil- 1270753866354
4GB <1% PM-Bill1270663245596
4GB <1% PM-Bil-1270576361625
: 4GB <1% PM-Bill 1270506774287
00h:01m:40s 4GB <1% PM-Bil-1270480442103
00h:02m:17s 4GB <1% PM-Bil-1270231206556 L
D0h:00m:12s 4GB <1% Bil-1270178081173 4
00h:00m:14s 4GB <1% Bill-1270177214272 b
Displaying 1 - 15 of 15
Size Type Modified Date
srs/AddRemoveCientFromGroupSRS docx 7 KB docx 4/8/10 10:01 PM
spiAvamar Champions Update 2010-0412 wic v2.ppbe 527 KB pptx 449110 12:01 PM
oplAvamar-Edge-EMOW-DRAF T-rev3 wic ppt 3MB pptx 48110 810 PM
ents/Microscft User Data/Office 2008 dentities/Main [dentity 3 GB 4/9/10 10:01 AM
srs/DeleteClientSRS. docx I5KB docx 4/8/10 10:01 PM
“ktop/srs/GetLocalProfieAtBackupSRS.docx 99 KB docx 4/8/10 10:01 PM
eskiopisrs/MC_Avlnstaller EIS.doc 2 MB doc 448110 10:01 PM
/Usersichaitw/Desktopisrs/MoveClients ToNewDomainSRS.docx 39 KB docx 4/8/10 10:01 PM
/Usersichaitw/Deskicpisrs/ReplaceLegacyUISRS.docx I5KB docx 4/B/10 10:00 PM
36 KB docx 4/B/10 10:00 PM
37 KR dorx 4/R10. 10:00 PM

)

Displaying 1 - 16 of



Laptops / PCs
DP4400 for backup/recovery laptops

-+ Access to data from any device

— Mobile
— Laptop

[ Avamar X

— C | A Not secure | hitps:;//avamar.labd.local/dtit/home.ht... ¥

-Avamar Web Restore

{rHome [3Searchd ' Browse® ADow

~ UserID

DEALEMC

Warning: Authorized Users Only

Password
Domain AVAMAR || | Enter a doms
Client Name
| Login || Help
@ 2016-2017 Dell Inc. or its subsidianes. All Rights Reserved



Laptops / PCs
DP4400 for backup/recovery laptops

« All backups are full!

 Last backup kept for ever



How can | implement laptop protection?
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DPS Commercial package

+ my processor/memory

+ my storage

Avamar

DP4400 (hardware/software)

Data Domain
Virtual Edition

DDVE (6TB)



Consolidated Design

Remote Site 1
Users: xx

File Data: 5 GB

YoY Growth: 5%

Encrypted data in flight — 256 Bit
AES Encryption

Encrypted data in flight — 256 Bit

AES Encryptione=—

Remote Site 2
Users: x

File Data: 5 GB

YoY Growth: 5%

Users: XXX
File Data: 5 GB

« RO,
Cloud YoY Growth: 5%
Public Cloud
Or
ECS

Internal Use - Confidential
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